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PABOYAS MPOrPAMMA YYEEHOW OUCLMMNIUHDI

51.B.03 TexHonornu 3awmueHHOro JokyMmeHToobopoTta 1 6rokyenH

1. Kog n HaumeHOBaHMe HanpaBreHNUA NOArOTOBKMU / cneunanbHOCTY:
10.05.01 KomnbtoTepHasa 6e3onacHoOCTb

2. Mpodunb noaroToBkM / cneymnanusayua/marmcTepckas nporpamma:
AHanma 6e30nacHOCTN KOMMNbIOTEPHBLIX CUCTEM

3. Keanudmkauusa (cteneHb) BbINyCKHUKA:
Cneuunanuct

4. dopma obyyeHUA:
OuyHas

5. Kacheppa, oTBeuyarLasn 3a peanmsaumo AUCLUNIIUHBI:
Kadbenpa texHonornmn obpaboTku n 3awmtsl MHpopMaLmnm

6. CocTtaBuTENM NporpamMmmbi:
Bsanbix Cepren ApneBud, KaHOMAAT TEXHUYECKUX HayK

7. PekomeHOgoBaHa:
npotokon HMC ®KH Ne 5 ot 05.03.2024 r.

8. YuebOHbIN roa: 2027-2028 Cemectp(bl): 8



9. Uenu n 3agaum y4e6HOM AUCLUUNIIUHDI

Llensamn ocBoeHunst y4uebHOM OUCUUNIINHBI SBMSIKOTCA:

N3y4eHne TeopeTnyecknx OCHOB 1 OBNageHue NpakTM4eCKMMN HaBblkaMn NpUMeHe-
HUA METOAOB M CPELCTB ANIEKTPOHHOM MOANUCK, TEXHONOMMIM BOKYENH ANs opraHM3auum
3alMLLEHHOro AOKyMeHToobopoTa, B MHTepecax obecneyeHns mep 3almTbl nHopmMaumm
npwn paspaboTke, CONPOBOXAEHMMN U NPOEKTUPOBAHMUM MHAOPMALMOHHBLIX CUCTEM pasnny-
HOro Ha3Ha4eHus; NonyvYeHne NPogeCCMOoHanbHbIX KOMNETEHLMI B 061acTN COBPEMEHHbIX
TexXHonormm obpaboTkM 1 3anTbl MHOpMaLMN.

3agaun guCunnImvHbI:

- 00y4yeHune cTyaeHToB 6a30BbIM MOHATUAM COBPEMEHHbLIX TEXHOMNOMMN 06paboTku
MHJOPMaLNKM C UCNOSTb30BaHNEM IN1EKTPOHHOW NOANUCH;

— OCBOEHMe CTyaeHTaMu MonoXeHun n TpeboBaHui, COBPEMEHHbBIX HOPMATUBHO-
METOANYECKNX AOKYMEHTOB, PErNAaMEHTUPYIOLLMX UCMONb30BaHME 3NEKTPOHHON NOANUCH;

— OCBOEHWe CTyAeHTamMu MONOXEHUA UHAPACTPYKTYPbl OTKPbITLIX Kro4en (aHrn.
PKI - Public Key Infrastructure) ons nogaepxku Kpynto3agad Ha OCHOBE 3aKpbITOro U OT-
KPbITOrO Krtoyewu;

— OCBOEHME TexHosNormm (opMnpoBaHna KeanuuunMpoBaHHbIX cepTUdMKaToB
KItoYemn npoBEPKN 3NEKTPOHHOM NOANUCKU N OCBOEHME MPAKTUYECKMUX PELLEHUI MPUMEHEHNS
TEXHOSOMMN 3aLUNLLEHHOIO JOKYMEHTOO60POTa;

- OBfageHue npakTUYecKMMM HaBblkaMu MPUMEHEHUST anropuTMoB 0OpaboTKN WH-
dopmMauunm ¢ UCnosrib30BaHNEM INEKTPOHHOW NOANUCH;

- bopmupoBaHue npeacTasrneHnsi 06 yrposax 6e3onacHOCTN MHoOpMaLUn Npu nuc-
NOSIb30BAHUN 3NEKTPOHHON NOAMUCU N OCHOBHLIX TPEBOBAHUAX K YAOCTOBEPSAOLMM LiEH-
Tpam, cpeacTBaM AfIEKTPOHHOM NOAMNCK U KBanNnUdMLUNMPOBaHHBbIM cepTUdMKaTamM NpoBEPKU
3S1IEKTPOHHOM NoANuUCH;

- OBfageHue npakTUYeCcKMMM HaBblkaMy MPUMEHEHUST anropuTMoB 06paboTKN UH-
dopmMauunm ¢ UCnosrib30BaHNEM INEKTPOHHOW NOANUCH;

- (hopmupoBaHme npeactaBneHnss 0 TEXHOMOrNAX 6IOKYENH.

10. MecTo y4yebHOM AMcUUNNUHBLI B cTpyKType OOI:

BxoanTt B 4acTb, dopMupyemyto y4actHMkamm obpasoBaTtenbHbIX OTHOLLEHUI (Bapy-
atmBHas) 6noka b1.

[nsa ycnewHoro oCBOEHUsT ANCUUNIINHBI HEO6X0aUMbl BXOAHbIE 3HAHUA B obnacTu
Kpuntorpadunyecknx MeToA0B 3aLunTbl MHGOpMaLmMm, CUCTEM NOATOTOBKN 3NIEKTPOHHbIX J0-
KYMEHTOB, MHCTPYMEHTarbHbIX CPEACTB MHPOPMALMOHHBLIX CUCTEM, aAMUHUCTPUPOBAHUS
n ynpasneHna 6e3onacHOCTbIO UHTPaAHET-CETEN N CETEBLIX TEXHOSTOMMMN.

11. NMnaHupyemblie pe3ynbTaTbl 060y4YeHUA No AucuunanHe/Moaynio (3HaHUA, YMeHUs,
HaBbIKU), COOTHECEHHbIE C NNIaHupyeMbIMU pe3yribTaTaMu 0OCBOeHUA obpa3oBaTterb-
HOW NporpaMmmbl (KOMMNETEHUMSAMU) U UHAUKATOPAMU UX JOCTUMKEHUSA:

Kog | Hassanwue komne- | Kog(bl) NugukaTop(bl) MnaHnpyemble pe3ynbTaTtbl 00y4YeHus
TeHunn
MK-1 | CnocobeH npoBo- | MK-1.2 | 3HaeT npumeHsie- | 3HaTb: NporpaMMHble KOMMNOHEHTbI U 0COGEH-
OUTb aHanu3 Tpe- Mble MaTemaTuye- | HOCTU peanu3aunn 3NEeKTPOHHOW NOSMMCH 1
6oBaHuUn K npo- Ckue MeTodbl U an- | CpeAcTB KpUnTo3awmnTbl MHopMaumn
rpammHomy obec- ropuTMbl  (PyHKUMO- | YMeTb: NpoBOANTb aHanu3 6e3onacHocTu
neveHuto, BbINOS- HUPOBaHMSA AN | KOMMNbIOTEPHbIX CUCTEM, MCNOMb3YHOLMX Cpea-
HATb paboTbl no KOMMOHEHTOB MPO- | CTBA 3NEKTPOHHON noanucu
NPOEKTUPOBaHMIO rpaMMHbIX cpeacTB | BnageTb: HaBblkaMy NOCTPOEHWS U aHanmaa
nporpamMmmHoOro 6e3onacHOCTM NHAOPMALIMOHHBIX CUCTEM MC-
obecneveHus NONb3YLMX 3NEKTPOHHYI0 NOANUCH
MK-1.3 | YMeeT npumeHsTb | 3HaTb: poSib U OCOOEHHOCTM NPUMEHEHUST Me-
TexHonormm obpa- | TOOOB M CPeacTB KPUNTO3aLWMTbl MHAOPMaLIMK
BOTKM OaHHbIX, aHa- | B COBPEMEHHbIX KOMMbIOTEPHBIX CUCTEMAX
nusmpoBaTb  BO3- | YMeTb: NPOU3BOANTbL YCTAHOBKY, Hanaaky, Te-
CTUpPOBaHWE 1 06CNy>KMBaHNE COBPEMEHHbIX




MOXHOCTU UX WUC-
nonb3oBaHus  npwu
paspaboTtke  npo-
rpaMmmHoro obecne-
YeHus B npodheccu-
OHarnbHOW aesiTenb-
HOCTU

cpencTB KpunTorpaduyeckon 3awmnTsl MHAOP-
MaLmu

BnapeTb: NpakTn4eckMMu HaBbIkaMu pasBep-
TbiBaHWS YOOCTOBEPSAIOLLEro LieHTpa Ansa pea-
nmM3aumm TeXHONOIMIN C UCMONb30BaHWEM KBa-
NNULMPOBAHHOM 3NEKTPOHHOW NOANMUCH

MK-3

CnocobeH npoBo-
OUTb aHanua 6es-
onacHoctM  npo-
rpaMMHbIX
cpeacTB B KOMMb-
IOTEPHBIX  CcuUCTe-
Max

MK-3.2 | 3HaeT coBpemeH- | 3HaTb: TpebOBaHUA HOPMATUBHBIX JOKYMEH-
Hble€ TEXHONOMMM 3a- | TOB, MEeTOAbl aHan13a nHopMaLoHHON 6es-
WMThI 3MEKTPOH- | OMACHOCTU NPU NPOEKTMPOBAHNM 1 SKCMyaTa-
HOrO  [AOKYMEHTO- | Lun MHAOPMAaLMOHHBLIX CUCTEM MPU UCMOMb30-
0obopoTa, TEexXHOMo- | BaHWM CPeaCcTB AMEeKTPOHHOW NoANMcH
rn 3aWmTbl 00bek- | YMeTb: aHanuanposaTb 1 pa3pabaTbiBaTe MO-
TOB  9MEKTPOHHOrO | Aenu yrpo3 Ans pa3nuyHbiX 0O BbEKTOB 3alUnThI
KOHTEHTa OT He- | MPU UCNONb30BaHUN CPEACTB SNEKTPOHHOM
CaHKLMOHUPOBaH- noanmcu
HOro ucnonb3oBa- | BnapgeTb: NpakTU4eckMMy HaBblkaMu OOPMU-
HUSA poBaHusa TpeboBaHnM 6e3onacHOCT MHGOP-
MaLmMKn AN pa3nnyHbIX KIacCcoB U YPOBHEW 3a-
LLUMLEHHOCTU MHAOPMALMOHHBIX CUCTEM
MK-3.4 | ymeeTr aHanuanpo- | 3HaTb: 6a3oBble NOHATUSA, TpebOBaHNSA HOP-

BaTb BO3MOXHOCTHU
MCMOnb30BaHUsA Co-
BPEMEHHbIX TEeXHO-
Norvin 3almTbl AaH-
HblIX W 0ObekToB
SMNEKTPOHHOIO  KOH-
TeHTa

MaTMBHbIX OKYMEHTOB, METOAbl aHann3a uH-
dopmaLmoHHo 6e30MacHOCTM NPU NPOEKTU-
pOBaHUM 1 aKcnnyaTauum MHHOPMaLMOHHBIX
CMCTEM NpW UCMONb30BaHWUN CPEACTB 3Mek-
TPOHHOW NOAMNWCH

YMeTb: aHanuanpoBaTtb 1 paspabaTbiBaTe MO-
Aenv yrpos Ans pasnuyHbiX BapnaHToB Mo-
CTPOEHMS 3aLUULLEHHbIX UH(POPMALMOHHBIX CU-
CTeM NP1 UCMONb30BaHNN 3NEKTPOHHOW Noa-
nucu

BnapeTb: npakTnyeckuMmu HaBblikaMm oOpMm-
poBaHusi TpeboBaHun 6e3onacHoOCTV MHGOP-
Maumun Ansi pasnunyHbIX KNaccoB U YpOBHEW 3a-
LLMLLEHHOCTN MHPOPMALMOHHBIX CUCTEM

12. O6bemM AMcuUMNIIMHbI B 3a4eTHbIX eanHuuax/yac — 4/144.

CDopma npome)KyTquoﬁ aTTecTauumn: 3adeT.

13. TpyaoeMKOCTb N0 Buaam y4e6Homn paboTbl

TpynoemMKocTb
Bug yyebHon paboThbl Mo cemecTpam
Bcero
Ne cemecTpa 8 Ne cemecTtpa Wtoro

AyOMTOPHbIE 3aHATMSA 56 56 56

nexkuum 28 28 28
B TOM 4ucne: npakTu4eckme 14 14 14

nabopatopHble 14 14 14
CamoctositenbHasa pabota 88 88 88
B TOM 4ucrie: KypcoBas pabota (NpoekT) - - -
dopma NpomMexyTo4HOM aTTecTaLmm - - -
(3k3ameH — 4ac.)

Wroro: 144 144 144




13.1. CopepxaHne AUCLUNIIUHBI

Peanuszauus pas-
Aena gucum-

Ne HavnmeHoBaHue
n/n pasaena AUCLMNAUHbI Couepx(aHme pasaena ancumniunHbl NJNHLI C I'IO!VIO—
b0 OHManH-
Kypca, QYMK *
1. Nekuum Co3paH anekTpoH-
HbIX OHJ1aWH - KYpC,
pasMeLLeHbl MaTe-
puanbl K nekumn n
nabopaTopHbIM pa-
6oTtam
1.1 | UHdpacTpykTypa OTKpbI- 1. DnekTpoHHas nNoanucb, Ha3HayYeHue N NpuMeHe-
ThIX KMOYEN M ANEKTPOH- | HUE, UCTOPUS BO3HUMKHOBEHUS, UCMOMb3yeMble anro-
Has noanuchb pUTMBI.
2. CepTudukart Kroya NpoBepKN ANEKTPOHHON noa-
nucu. OCHOBHbIE NOHATUSA U ONpeaeneHus.
3. XpaHeHue 3akpbiToro krtoya. OCHOBHbIE Yrpo3bl
KpunToaTak.
4. NHdppacTpykTypa oTKpbIThIX kntoven (PKI). Ygo-
CTOBEPALWMIA UeHTp. Bo3aMoXHble apXuTekTypbl Mo-
cTpoeHnsa PKI.
1.2 HopmaTtuneHO-NpaBoBLIE 5. degepanbHbln 3akoH Poccuinckon depepaumm ot
OOKYMeHTbI, pernameHTu- | 6 anpend 2011 r. N 63-P3 «O6 aneKkTpoHHOM NognmMcn».
pytoLiune npumMeHeHne | Buabl snekTpoHHOW nognucu.
3NEKTPOHHOW Noanucu 6. Npukas MuHkomesasm Poccum ot 23.11.2011 N
320 "O6 akkpeauTaumMn yaoCTOBEPSIOLLMX LLEHTPOB".
7. Npukas ®CB ot 27 pekabps 2011 r. N 795 «O6
yTBepxaeHun TpebosaHui kK opme KBanmpnumpoBaH-
HOro cepTudmkaTa Kroya NpoBEPKM INEKTPOHHOW noa-
nucuy». MNpukas ®CHB ot 27 gekabpsa 2011 r. N 796 «O6
yTBEpPXOAEHUN TpeboBaHMN K CPeACTBaM 3NEKTPOHHOMN
noanucum n TpeboBaHUM K cpeacTBam yOoCTOBEpSto-
LLero LieHTpay.
1.3 | TexHonorum cbopmupoBsa- 8. Kpuntonposaraepbl. OCHOBHblE TEXHOMNOMMK, UC-
HUS 3aKpbITbIX KNOYerW M | Nofnb3yeMble Mpu pasBépTbiBaHUN YOOCTOBEPSAOLLMX
cepTUdUKaTOB OTKPLITbIX | LLEeHTPOB.
Kntoyemn npoBepKkn arek- 9. PasBépTbiBaHMe  yOoCTOBepsOWEro  LeHTpa
TPOHHOW MOANUCH Kpuntollpo YL. OcHOBHble 3adayn, BbIMONHAEMblE Ha
yoocToBepsitoLem LeHTpe. TpebosaHms no 6esonacHo-
CTV MHdOopMaLUU.
1.4 | CpeactBa 9neKTPOHHON 10. TunoBble pelleHnsi, peanusyloLline BO3MOX-
noanucu HOCTb MPUMEHEHUS 3NEKTPOHHOM Noanucuy.
11. YHuBepcanbHaa anekTpoHHas kapta. [lopTtan
rocyaapcTBeHHbIX ycnyr Poccunckon ®epepauuu,
3NeKTPOHHadA NoYTa, TEKCTOBbIE pefaKkTophkl, cneunanm-
3MpoBaHHble cpeacTaa.
15 Yrposbl Ge3onacHocTn 12. Yrpo3bl Ge3onacHocTu wuHdopMaumMmM npu uc-
WHpopMaUMM U OCHOB- | MOMb30BAHWUM ANEKTPOHHON NOAMUCH.
Hble HanpaBneHus 3a- 13. OcHoBHblEe HanpaBneHus 3aluTbl, CBA3aHHbIE C
WNTBI, CBSA3aHHblIE C UC- | UCMONb30BaAHWEM 3MEKTPOHHOW NOANUCHK.
Nonb30BaHWEM 3NIEKTPOH-
HOM Nognucu
1.6 BrnokyenH. OcHOBHbIE No- 14. ApxuTekTypa nporpammHoro obecnedeHus n ee

HATUA

CBSA3b C TexHornormen brnokyenHa. MNpenmyLiectsa u He-
OoCTaTkn pacnpedeneHHblx cuctem. Peanusauusa un
noggepXka LEeNoCTHOCTU B pacnpenerieHHbIX cucTe-
Max.

15. ObecneyveHne [OBEPUTENBHOCTM N LLENOCTHOCTU
B pacnpefeneHHblx cuctemax. [NpaBo BnageHus w
6nok4yeliH. NMpobnema OBOMHOrO pacxoaoBaHus.

16. MNpumepbl CTPYKTYp AaHHbLIX U anropuTtMoB, pe-
LUIAKLWMX 3a4a4u peanuaaumm 6110KYeH TEXHOMOTUIA.




1.7 lNepcnekTuBbl M MpakTu- 17. MNMepcnekTuBbl U NpakTU4Yeckoe MCMnosib3oBaHue
yeckoe Ucnonb3oBaHWe | BNOKYENH TEXHOMOMNN.
BroK4erH TeXHONMOr1n
2. NpakTunyeckne 3aHATUA Co3paaH anekTpoH-
HbIX OHJ1aWH - KYpC,
pasmMelleHbl maTte-
puanbl K nekumn n
nabopaTopHbIM pa-
6oTtam
2.1 WHdpacTpykTypa OTKpbI- 1. N3yyeHne OCHOBHbIX BO3MOXHOCTEW NporpamMmm-
ThIX KMOYEN M ANEKTPOH- | HbIX peanusaunin cepTnuLMpoBaHHbIX CPEACTB KpUn-
Hasl nognucb To3awmnTbl MHGopmauun (Kpuntollpo CSP, VipNet
CSP.).
2.2 | HopmaTtnBHO-npaBoBLIe 2. OueHKa TMna u NpUHATHE peLleHns O AOBEPUM
OOKYMEHTbI, pernameHTu- | aneKTpoHHOW noanncu.
pytoLime npUMeHeHune 3. NayyeHune Bo3aMOXHOCTEN nporpammbl Kpunto-
ANEKTPOHHOM NoANnUcK Apm.
2.3 | TexHonormm dhopmmpoBa- 4. N3yyeHne BO3MOXHOCTEN NPUMEHEHNS INTEKTPOH-
HWUSI 3aKPbITbIX KITOYEN U | HbIX HOCUTenen nHpopmauun anga paboTel C SNEKTPOH-
CepTMMUKATOB OTKPLITBIX | HOM MOAMUCHIO.
KMoyen MnpoBepKn aJnek-
TPOHHOW NOANMUCH
2.4 | CpeacrtBa  9neKTPOHHOM 5. N3y4eHne TMNoBbIX CpeacTB 1 cnocobos npume-
nognucm HEHWs1 U MCMONb30BaHNS ANEKTPOHHOW NOANUCHK.
3. JlabopaTopHble paboThbl Co3naH aneKkTpoH-
HbIW OHMawH - Kypc,
pa3mMeLlleHbl maTte-
puanbl K nekumn n
nabopaTopHbIM pa-
6oTam
3.1 | NHdppacTpykTypa OTKpbI- 1. iccnegoBaHmne BO3MOXHbIX BapyaHTOB NpUMEHe-
ThIX KMOYEN N ANEKTPOH- | HAS U BO3MOXHOCTEWN ynpasneHus cepTudukatamu B
Hasa noanucb onepaunoHHon cucteme Windows.
2. CpaBHUTENbHBIN aHann3 BO3MOXHOCTEW TUMOBbIX
KpvnTonpoBanaepos.
3.2 | HopmaTuBHO-NpaBoBble 3. UccnepoBaHune 1 oueHka HageXHOCTU anropuT-
OOKYMEHTbI, perfameHTn- | MOB YCTaHOBMEHUS JOBEPUS K 3NEKTPOHHOM Nognucu.
pytoLme npumMeHeHne
3EKTPOHHOM Noanucu
3.3 | TexHonornn popmmnposa- 4. PasBepTbiBaHWe yOOCTOBEPSAIOLWEro LeHTpa
HWS 3aKkpbITbiX Knovern n | Kpuntollpo YL.
CepTUMPUKATOB OTKPbITbIX 5. NccnepoBaHne BO3MOXHOCTEN NPUMEHEHUS YaO-
KMoyer MNpOBEPKU 3NeKk- | CTOBepsAwero ueHTpa Ang paboTbl C 9MNeKTPOHHOM
TPOHHOW NOANMUCH noAanucbio
3.4 | Cpegctea  9nekTpOHHOM 6. Micnonb3oBaHve 3reKTpoHHOM Moanucy Ansa 3a-
nognucu LWMTBI JOKYMEHTOoobopoTa.
3.5 | Yrposbl 6e3onacHocTn 7. iccnepoBaHne BO3MOXHOCTEN N3BEYEHUs U He-
WHpopMauMM UM OCHOB- | MPaBOMEPHOrO UCMOMb30BaHMS 3aKPbITOro Krnto4a anekx-
Hble HarnpaBneHus 3a- | TPOHHOMW noanucuy.
LWNTbI, CBSA3aHHbIE C WUC-
Nonb30BaHMEM 3MNEKTPOH-
HOW nognucu
13.2. Tembl (pa3genbl) QUCUUNIINHBI U BUAbI 3aHATUN
Ne HaumeHoBaHue Tembl Bugbl 3aHATUIA (4acoB)
n/n (pasgena) gMcumnnuvHbI Jlekummn | J1ab. Mpak. Cawm. pabota Bcero
1 WHdpacTpykTypa OTKPbITbIX KNOYen u 6 4 4 12 26
3MNEeKTPOHHasi NoANMCh
2 HopmaTtusHo-npaBoBblE [JOKYMEHTLI, pe-
rmameHTupylowme npuMeHeHne arnek- 4 2 4 14 24
TPOHHOW NoANUCHU
3 TexHornornn OPMUPOBAHUS  3aKPbIThIX
KnoYen n ceptudmKkaToB OTKPLITbIX Krto- 4 4 4 14 26
Yyeun NPoBEPKMN SNEKTPOHHOW NognNucn
4 CpefcTBa 3nekTpOHHOW Nognmncu 4 2 2 12 20




5 Yrpo3bl 6e3onacHOCTU nHopmMalmm 1 oc-
HOBHbI® HaNpaBMeHMA 3alunTbl, CBA3AH- 4 > i 12 18
Hble C WCMNONb30BaHMEM SIEKTPOHHOMN
nognucu
6 Bnok4yenH. OCHOBHbIE NOHATUSA 4 - - 12 16
7 [MpakTnyeckoe ncrnonb3oBaHne 1 Nepcnek- i i 12 14
TUBbI 6ITOKYENH TEXHOMNOTNIN
WTtoro: 28 14 14 88 144

14. MeToanyeckue YKa3aHuA ans 06yqarou.w|xc9| no OCBOEHU0 ANCLUMNMIIUHLI
(pekomeHOayuu 0B6yHaroWUMCS MO0 OCBOEHUD OUCYUMNIUHBI: paboma ¢ KOHCIeKmamu J1eKyul, npe3eHmayUuoHHbIM MamepuasnoMm, 8bl-
ronIHeHUe npakmu4yeckux 3adaHul, mecmos, 3adaHull mekywel ammecmayuu u m.o.)

1) |-|pl/l n3yvyeHunn gucumniinHibl pekoMmeHayeTcda MUCNoJsib3oBaThb crefywuine cpea-
cTBa:

- pekoMeHOyeMYI0 OCHOBHYH 1N OONOJNTHUTENbHYIO JTUTEepaTypy,

- METOONYECKNE YKa3aHUA 1 nocoous;

- KOHTPOJIbHbIE 3aaHUA OJ14 3aKperneHnAa TeopeTn4eckoro matepumarna,
QJIEKTPOHHbIE BEpCUA y'~—|€6HVIKOB n MeToan4ecKux yKaSGHVIf/'I anga BbINOJTHEHUA na6opa-
TOPHO-NPaKTN4eCcknx pa60T (|'|p|/| HeOGXO}J,I/IMOCTI/I MaTepuarsibl pacCblylatoTCA NO SJ1IEKTPOH-
HOW nou4Te).

2) ,D,J'IFI MaKCUMalibHOIro ycBoeHuda oucuunniinHbl pekomeHgyeTcd nposeneHune rnncb-
MEeHHOro ornpoca (TGCTVIpOBaHVIe, pelweHne 3a,u,aq) CTydeHTOB Nno martepunanam nekummn m
NPaKTU4eCKNX pa60T. |_|O,D,60pKa BOMpPOCOB AJ14 TeECTUPOBaHUA OCyLLEeCTBIAETCA Ha OCHOBE
M3y4EeHHOIro TeopeTn4eCcKoro Mmartepuarnla. Takon noaxoa NO3BONSAET NOBbICUTbL MOTUBALUIO
CTyAEHTOB MNMPU KOHCNEKTUPOBAHNN JNIEKLUMOHHOIO MaTtepuaria.

3) Mpwn npoBeaeHnn nabopaTopHbIX 3aHATUN obecneymBaeTCca MakCcMmanbHasi cTe-
NeHb COOTBETCTBUA C MaTepunasiomMm nekKuynoHHbIX 3aHATUI U OCyLLEeCTBIAETCA SKCNepuMeH-
TaribHaA nNpoBepka MeTogos, aJliropnTtMoB U TEXHOMNOrnmn 06pa6OTKVI I/IH(*)OpMaLI,VIVI, n3nara-
€MbIX B paMKax J'IGKLI,MVI.

B xooe camoctosiTensHOm pa6OTbI HGOGXO,EI,VIMO yaoenntb OCHOBHOE BHMMaHUe pa-
0oTe C TEKCTOM KOHCNeKTa ekynn, N3y4eHuto peKOMeH,D,OBaHHOIZ nnTepaTypbl, N3YyHEHUIO
HOPMaTUBHbIX JOKYMEHTOB MO VIH(*)OpMaLLVIOHHOVI ©e3onacHocCTH.

4) |_|pl/l ncnonb3oBaHN ONCTAHLMOHHbLIX O6pa3OBaTeJ'IbeIX TEXHOMNOIMM n AJ1IEKTPOH-
HOro o6yquV|;| BbIMOJIHATL BCE€ YyKa3aHWA npenonaBaTeneM, BOBpEMA MOAKIIOYAaTbCA K
online 3aHATUAM, OTBETCTBEHHO noaxoanTb K 3agaHnAaM Ond CaMOCTOSITENTbHON pa6OTbI.

15. NepeyeHb OCHOBHOW U OONOJSIHUTENILHOW NUTEepPaTypbl, PECYPCOB MHTEPHET, He-

06xoAnMbIX AN OCBOEHUSA ANCLUNMUHbI
(cnucok numepamypbi oghopmisemcsi 8 coomeememauu ¢ mpebosaHusimu FOCT u ucrnionb3yemcs obwias
CKB803Hasi Hymepauusi 0nisi cex sudo8 UCMOYHUKO8)

a) OCHOBHas nuTepaTtypa:

Ne n/n M cToYHMK
1 Ckyaguc, 3. MNMpoTtmBocTosHME xakepaMm. [owaroBoe pykoBOACTBO MO KOMMBbIOTEPHBLIM aTakam 1
achbdekTnHoM 3awmTe : / 3. Ckygmc .— Mocksa : [IMK lMpecc, 2009 .— 512 c. : un. — (3awuTta
n agMuHucTpupoBaHue) .— .— ISBN 5-94074-170-3 : 176-00 .—

<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1112>.

6) gononHUTENbHAA nNUTepartypa:

Ne n/n NCTOYHKK
2 doctep, Oxenmc. 3awmuTa ot B3noma: cokeTbl, akcnnonTbl, shell-kog : / k. doctep, M. Mpaiic ;
nep. ¢ aHrn. A. A. CnimHknHa .— Mocksa : [IMK lNpecc, 2008 .— 784 c. : un. — (MHgpopmaymnor-
Has 6e3onacHocTb) .— .— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1 id=1117>.
3 NwenHoB, Bssuecnas AkoBnesund. 3awmra koHuaeHUnansHom nHpopmaumm : [yuebHoe noco-

Ove gns cTyq. By3oB., 06y4y. no cneymansHocTn 090103 "OpraHusauuns n TEXHOMNOrMs 3aLlmThbl
nHdpopmaumn" n 090104 "KomnnekcHas 3awwmta o6bekToB HdopmaTtmsaummn” |/ B.A. NwenHos,
M.B. MeuatyHsiH .— M. : POPYM, 2009 .— 254 c. : un. — (Bbicluee obpasoBaHue) .— Bnb-
nuorp.: ¢.249-254 .— ISBN 978-5-91134-336-1.

4 "paxgaHckui kogekc Poccuiickon Pepepaumm, Yactb 1, rmasa 9, ctatbs 160



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3275&TERM=%D0%A1%D0%BA%D1%83%D0%B4%D0%B8%D1%81,%20%D0%AD%D0%B4%5B1,1004,4,101%5D&LANG=rus
http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=1112
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3275&TERM=%D0%A4%D0%BE%D1%81%D1%82%D0%B5%D1%80,%20%D0%94%D0%B6%D0%B5%D0%B9%D0%BC%D1%81%5B1,1004,4,101%5D&LANG=rus
http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=1117

5 FOCT P 34.10-2012. HdopmaLmoHHasa TexHonorus. Kpuntorpadguyeckas 3awumra MHdopma-
uuu. Mpoueccobl GopMMPOBaAHUS U NPOBEPKN 3NEKTPOHHON LMAPOBON NoANUCH

6 ®epnepanbHbin 3akoH Poccunckon ®enepaumm ot 6 anpens 2011 r. N 63-®3 «O6 anekTpoHHOM
noganucu»

7 AHTOoHONnynoc A.M. OcsanBaem 6uTtkomH / nep. ¢ aHr. A.B. CHactnHa. — M.: MK Tpecc, 2018. -
428 c.: un. ISBN 978-5-94074-965-3

7 OcHoBbl 6nokyenHa: BBOAHbIW KypC AN HaduHaroLwmx B 25 Hebonbluux rnaeax: JMK lMpecc;
Mockea; 2018 ISBN 978-5-97060-591-2

8 TexHonornsa 6roKYenH: To, YTO ABMXKET dMHAHCOBOW peBontoumnen cerogHs / [loH TanckoTrT,
Anekc TanckoTT ; [nep. ¢ aHrn. K. WWawkoson, E. PsaxuHon]»: 9kecmo; Mockea; 2017
ISBN 978-5-699-95092-8

9 BbnokyenH: Kak 310 paboTtaeT u 4To xaeT Hac 3aBTpa / ApteM ['eHkuH, Anekcei MuxeeB»: Anb-

nuHa MNabnuwep; Mockea; 2018
ISBN 978-5-9614-5046-0

B) WH(POPMALMOHHbIE 3NEKTPOHHO-00pa3oBaTenbHble pecypcbl (oduumnanbHble pecypchbl
NHTEPHET)™:

Ne n/n

Pecypc

AneMeHTbl TEOPUK YMCEN U KpuMnTo3aluTa : y4ebHoe nocobure ans BysoB. Y. 2 / BopoHex. roc.

10 yH-T; cocT.: b.H. BopoHkos, A.C. LLleroneBatbix .— BopoHex : UL BI'Y, 2008 .— 95 c. : un. —
bubnuorp.: ¢.95 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-238.pdf>

11 http://www.cryptopro.ru

12 OneKTPOHHbIN KaTanor Hay4yHon 6nbnmoTtekn BopoHexcKkoro rocyaapCcTBEHHOIO yHMBEpPCUTETA.
— (http // www.lib.vsu.ru/).

13 O6pasoBaTenbHbIi nopTan «ONeKTPOoHHbIN yH1BepcuTeT BIY».— (https://edu.vsu.ru/)
OBC NaHb, JlnueHsmoHHbIn gorosop Ne3010, (c 01/03/2024 no 28.02.2025) 06/02 24 ot
13.02.2024 (c pononHuTeneHbiM cornawennem Ne1 ot 14.03.2024),
OBC «YHuBepcuteTckas 6ubnuoteka online» (KoHTpakt Ne3010 06/11 23 ot 26.12.2023 (c
26.12.2023 no 25.12.2024),

14 OBC «KoHcynbTaHT cTyaeHTa» — JluueHanoHHbin gorosop Ne980KC/12-2023 / 3010-06/01-24 ot

24.01.2024 ¢ 24.01.2024 no 11. 01.2025),

OnekTpoHHas 6ubnuoteka BIY, Jorosop Ne[JC-208 ot 01.02.2021 ¢ OO0 «LIKB «BUBEKOM» 1
00O «AreHTcTBO «KHUra-Cepsuc» o cosgaHmm 3nekTpoHHon ubnuotekn BIY, (c 01.02.2021
no 31.01.2027),

OBC BOOK.ru, Ooroeop Ne3010 15/983 23 ot 20.12.2023, (c 01.02.2024 no 31.01.2025)

16. NMepeyeHb y4eOHO-MeTOaNYECKOrO ob6ecneyvyeHns AN caMoOCTOATEeNbHOW paboThbl
(y4ebHo-memodu4deckue pekomeHOayuu, nocobusi, 3a0a4yHuUKU, MemoOUYECKUE yKa3aHUSsI M0 8bIMOSTHEHUIO

rnpakmu4eckux (KOHMPOoJsibHbIX) pabom u 0p.)

Ne n/n NcTOoYHMK

1 http://www.infotecs.ru

2 http://www.rsdn.ru/article/crypto/cspsecrets.xml CekpeTbl paspadoTtkun CSP ansa Windows. Co-
3aaHune kpuntorpaduyeckoro nposangepa ans Windows. 3bipsiHos KOpuin Cepreesuy, OO0
“‘INCCK”. UcTtouHuk: RSDN Magazine #3-2006

3 http://www.lissi-crypto.ru/

4 http://www.signal-com.ru

5 http://www.cryptopro.ru

6 http://www.shipka.ru

7 domunués, B. M. Kpuntorpaduyeckme metogbl 3awmnTbl HopMauumn B 2 4. Yactb 2. Cucrem-

Hble 1 NPUKNagHble acnekTbl : y4ebHuk ans By3os / B. M. ®omnyés, 1. A. MenbHMKOB ; nof pe-
nakumen B. M. dommuéa. — Mocksa : MisgatensctBo OpawnT, 2024. — 245 c. — (Bbicwwee 06-
pasoBaHue). — ISBN 978-5-9916-7090-6. — TekcT : anekTpoHHbIn // ObpasoBaTensHas nnat-

dopma KOpawt [canT]. — URL: https://urait.ru/bcode/537383 (gaTta obpawieHus: 30.06.2024).

17. O6pa3oBaTenbHble TEXHONOMMMU, UCNOJSb3yeMble Npu peanusaumm y4ye6Homn auc-
LMNSMHBbI, BKIOYas AUCTaHUUOHHbIe obpa3oBaTesibHble TexHonorum (OOT, anek-
TpoHHOe oby4eHue (J0), cmewaHHOe o6y4eHue):

Ons peann3auunmn yqe6Horo npouecca UCnoJyib3dyeTcd YCTaHOBJIEHHaAA BEPCUA NMaKeTa

cpeabl BupTyanusaumm Oracle VM VirtualBox; o6pa3sbl onepaumoHHbIX CUCTEM CEMENCTBA
Windows v.7, 8, 10, Windows Server v. 2008-2019; Microsoft SQL Server; goctyn B ceTb


http://www.rsdn.ru/article/crypto/cspsecrets.xml

MHTepHer; LibreOffice v.5-7; Foxit PDF Reader; CnpaBoyHo-npaBosasi cuctema (ClNC) Kon-
CynbTaHT+ Ans obpasoBaHus.

Mpu peanusauun AUCUUMAMHBI MOTYT UCNOSb30BATbCA TEXHOMOMMU 3IEKTPOHHOIrO
oby4yeHnst 1 gucTaHuMoHHble obpa3oBaTternbHble TexHonormm Ha 6a3e noptana edu.vsu.ru,
a Takke apyrue JoCTynHble pecypcbl ceTn NHTepHeT.

18. MaTepmanbHO-TeXHUYECKoe obecnevyeHne ANCLUNIINHDI:

1) YuebHasa ayguTtopusi (koMnbloTepHbIN Knacc) (ogHa u3 Ne1-4 kopn. 1a, ayg. Ne
382-385): cneunanusnpoBaHHasa Meberb, NnepcoHarnbHble KoMMbloTepPbl Ha 6a3e i15-9600KF-
3,7Tu, moHuTopbl XKK 24” (16 wrT.), cneynanuanposaHHass mebenb: gocka mapkepHas 1
WT., cTONbI 16 WT., cTYyNbsa 33 WT.; 4OCTYN K poHAaM y4eOHO-MeTOANYECKON AOKYMEHTaLNN
N 9NEKTPOHHbLIM N3AaHNSM, OCTYM K 9NEKTPOHHbIM BUBNNOTEYHBIM CUCTEMAM, BbIXOA B VH-
TepHeT.l1O: OC Windows v.7, 8, 10, Habop ytmnut (apxuBatopbl, dann-meHeoxepsbl),
LibreOffice v.5-7, Foxit PDF Reader.

2) [Ins npoeeaeHna nabopaTopHbIX U NpakTU4eckux paboT. KOMNbOTEPHbIN Knacc
(oamH 13 Ne1-3 kopn. 1a, aya. Ne 290, 293, 383), lNK-Intel-i7 16 wT. (c onepaTuBHOM Nams-
TblO HE MeHee 8 rurabanT, pekomeHgyetcsa 16 rmrabanT), cneymanmanpoBaHHas mebenb:
Aocka MapkepHas 1 WwrT., ctonbl 16 WT., cTynba 33 WT.; 4OCTYN K hoHaam y4ebHo-meToan-
YeCKOW JOKYMEHTaLMU U 3NEKTPOHHBIM U3AaHUSM, OOCTYM K 3NEKTPOHHbIM BMBNNOTEYHbIM
cuctemam, Bbixoq B MIHTepHeT.

19. OueHo4Hble cpeacTBa AnsA nposegeHusA TeKymeﬁ n HpOMe)KYTO'-IHOﬁ aTrectauuun

MopsigoK OLEHKM OCBOEHUS obydarolmmucs y4ebHoro matepuana onpenensieTcs
coaepXaHNeM crie4yoLmxX pa3aenos ANCUMNNHDI:

Ne Komne- | UHamkaTtop(bl)
HanmeHoBaHue pasgena
n/ TeH- OOCTUXEHUsI OueHouyHble cpeacTBa
AvcumnnuHel (Moayns)
n uus(n) KoMneTeHumu
1 | 1. IHdbpacTpyKTypa OTKPbIThIX KIt0- MK-1 MKB-1.2 KoHTponbHas paboTta no coot-
Yel N ANeKTpoHHasa NoAnuch BETCTBYIOLLMM pa3genam.
2. HopmaTtneHO-NpaBoBble JOKY- JlabopatopHas paboTa no coot-
MEHTbI, pernaMmeHTupyoLime npume- BETCTBYIOLLMM pa3genam.
HeHWe 3NeKTPOHHOW noanucu
2 | 3. TexHonorun chopmMmpoBaHus 3a- MK-1 MK-1.3 KoHTponbHas paboTta no coot-
KpPbITbIX KINtOYen U cepTugunkaTos BETCTBYIOLLMM pa3genam.
OTKPbITbIX KMOYer NPOBEPKMN arek-
TPOHHOW NoAanucn JlabopaTopHas paboTa no cooT-

BETCTBYIOLLMM pasaenam.
4. CpepcTtBa 3NEKTPOHHON nognucu

3 | 5. ¥Yrposbl 6e3onacHocTU nHpopma- MK-3 MK-3.2 KoHTponbHas paboTta no cooT-
LN U OCHOBHbIE HanpasrieHns 3a- MK-3.4 BETCTBYIOLLNM pasgenam.
LNTBI, CBA3AHHbIE C UCNOJIb30Ba-

HUEeM 3MNEeKTPOHHOW noanucu JlabopaTtopHas paboTa no coot-

BETCTBYIOLLUM pasgernam
6. BnokyenH. OCHOBHbIE MOHATUSA.

7. MNepcnekTuBbl U NpakTU4eckoe uc-
nonb3oBaHMe DNOKYENH TEXHOOMMMn

MpomexyTouHasa aTTecTtaumsi [MepeyeHb BONPOCOB, NpakTUye-
dopma KoHTpons — 3a4vet, KP CKoe 3ajaHune

20. TunoBble OLEHOYHbLIE CpeaAcTBa U MeToAMYecKue maTtepuansl, onpegensiowue
npouenypbl OLeHUBaHUA

20.1. TeKywWwmMIn KOHTPOJIb YCNeBaeMocTu

TeKyUJ,aFI arrecrtauuna nposognTCA B COOTBETCTBUN C MonoxeHnem o TeKyLLI,eI7I artTectauunmn



obyyarowmxca no nporpammam Bbicllero obpasoBaHuss BopoHeXCcKoro rocygapcTBEHHOIO

yHUBEpcUTETA.

TeKyUJ,aFI aTtTectaunda npoBognTCcA B (bopmax YCTHOro ornpoca (VIH}:],IABVI}JyaJ'IbeII?I onpoc,

dpoHTanbHas

becepna) M NIMCbMEHHbIX paboT (KOHTPONbHbIE, TabopaTtopHbie paboTbl). Mpn oLeHMBaHUK MO-

ryT

NCNOMb30BaTbCHA KOMNYECTBEHHbIE UMK KaYeCTBEHHbIE LLUKallbl OLEHOK.
TekyLniA KOHTPOIb YCNEBAEMOCTM MO ANCLMMIIMHE OCYLLIECTBSETCS C NMOMOLLbIO CNeayoLmx

OLEHOYHbIX
CpPeacTB:

YcTHbI onpoc; KoHTponbHas paboTa no TeopeTnyeckoi YacTu Kypca; JlabopaTtopHble paboThbl

Ne HanmeHoBaHue oue-
n/n HOYHOro cpeacTBa

MpenctaBneHne oLEeHOYHOro
cpefcTea B cdhoHae

Kputepun oueHku

2

3

4

1 YCTHbIN Onpoc

Bonpockl no TeMam/pasgenam auc-
LUMMUHBI

[NpaBunbHbIA OTBET — 3a4TEHO,
HenpaBUIbHbLIA NN NPUHLMNMANBHO
HETOYHbIN OTBET - HE 3a4YTEHO

2 KoHTpornbHasa paboTa
no pasgenam gucuu-
MNUHBI

Bonpockl no TeMam/pasaenam auc-
LUMIUHbI

llkana oueHMBaHUS COOTBETCTBYET
npvBeaeHHon B pasgerne 20.2

3 JlabopaTopHasi paboTa

Copepxut 7 nabopaTtopHbix 3aga-
HUI, NpegycMmaTpuBatoLLime paspa-
60TKy TpeboBaHW NO YPOBHAM U
Knaccam 3aluLeHHOCTM pasnuny-

Mpn ycnewHo BbINONHEHUN paboThl
CTaBUTCA OLEHKa 3a4TeHO U OcCy-
LLEeCTBNAETCA OONYCK K 9K3aMeHy, B
NPOTUBHOM Criy4ae CTaBUTCS OLeHKa

He 3a4yTeHo U oGy4yaloLmMincsa He Oo-
nyckaeTcs K 9K3ameHy.

HbIX MHMOPMAUMOHHBIX CUCTEM,
pa3paboTku M BHEOPEHUA WX CU-
CTeM 3alinTbl, @ TaKKe KOHTPOns
ee ahhEKTUBHOCTH.

Kaxabln KOHTPONbHO-U3MEpPUTESb-
HbI MaTepuan aAng nposeaeHns
NPOMEXYTOYHOM aTTecTauuu
BKIMOYAET BONPOCHI 41151 KOHTPOS
3HaHWUN, yMEeHU N BNageHumn B
pamKax OLEeHKM YPOBHS chopmMu-
POBaHHOCTM KOMMNETEHLMW.

LLkanbl oueHnBaHNA NpuBeAEHbI B
pasgene 20.2

4 KM npomexyTo4yHoN
aTTecTauum

anBenéHHble HW)Ke 3alaHUA peKoOMeHAYeTCA UCnoJib30BaTb Npu nposeaeHnn aonarHo-
CTU4YeCKHnX pEGOT ANS OLeHKMN OCTaTOYHbIX 3HAaHUI NO AUCLUUIJINHE

KomnerteHumsa NK-1

3agaHus 3aKpbITOro TMna

1. VYka3zarp B kakux cayyasx (nmpu ucnoiab3osanuu CK3H1) ais 3ammThl NepCOHATBHBIX JaHHbBIX
HeoOxoauMo ucnojb3oBath CK3U kinacca KC1? /g HeliTpanan3auuMm aTak, NP CO3AaHUHU CIO-
c000B, NOATOTOBKE U NMPOBeIeHNN KOTOPHIX MCMOJIb3YIOTCS BO3MOKHOCTH:

a) 0e3 mpuBIeUEHHS CIENUAIMCTOB B 001acTH pa3padboTku u anammuza CK3U;

0) 3a mpeenaMy KOHTPOJIUPYEMOH 30HBI Ha JaHHBIE, TIEpeJaBaeMble 10 KaHaIaM CBSI3H;

B) TIpY HAXOXKJEHHUH B MPE/IENIaX KOHTPOIUPYEMOI 30HBI;

r) Ha sTane ’kcmryataund CK3U nHa cnenyromme o0bekThl: nokymenTanuio Ha CK3U u KoMIOHEHTHI
cpeap! QyHKIMOHUPOBAHUS,

1) hu3Mueckuil T0CTyI K CPeACTBaM BBIUMCIIUTEIBHOM TEXHUKH, Ha KOTOPBIX peann3oBanbl CK3U u
cpena QyHKIHOHUPOBAHHUS;

€) BO3MOKHOCTH pacmojaraTh annapaTHbiMu kommnoHeHTamu CK3U u cpensl ¢yHKUMOHUpOBaHUS,
OTpaHMYEHHAs] MepaMH, PeaIn30BaHHBIMI B HH(POPMALIMOHHOM cucTeMe, B KoTopoii ucrionbdyetrcst CK3U, u
HaIpaBJIEHHBIMHU Ha MPEIOTBPAIEHUE U ITPeCceUeHIe HECAHKITMOHUPOBAHHBIX JIEHCTBHIA;

) C IPUBJICYCHUEM CIIELUATUCTOB B 00JaCTH aHAIM3a CUTHAIOB, COMPOBOXKIAIOIINX (PYHKIMOHUPO-
Banre CK3U u cpeny QpyHKIIMOHMPOBAHUS, ¥ B 00JIACTH MCIIOJIH30BAHUS ISl Pean3alliy aTak HeJJOKyMEeH-
THPOBAaHHBIX (HEACKIAPHUPOBAHHBIX) BO3MOXHOCTEH npukianHoro [10;



3) mpoBeaeHue nabopaTopHbix HccienoBanuit CK3WM, ucmonb3yeMbIXx BHE KOHTPOJIUPYEMOH 30HBI,
OTpaHUYCHHOE MEpaMH, PEaTM30BaHHBIMH B HH(OPMAIIMOHHOHN crucTeMe, B KoTopol ucnoibiyercss CK3U, u
HaIpaBJICHHBIMU Ha MIPEIOTBPAILCHUE U ITPECEUEHNE HECAHKIIMOHUPOBAHHBIX JEHCTBUN;

1) B HAYYHO-HCCIEI0BATENLCKUX LEHTPaX, CIICHUATN3UPYIOUINXCS B 00JIACTH pa3paOOTKU U aHaIH3a
CK3U u cpens! QyHKIMOHUPOBAHUSL, B TOM YHUCIIE C UCIOIb30BAHMEM HCXOAHBIX TEKCTOB BXOSILETO B CpeLy
¢byHkuuoHupoBanus npukiaaaHoro [10, HenocpeACTBEHHO UCIIONIB3YIOIIET0 BEI30BbI IPOTPAMMHBIX (PYHKIMH
CK3U;

K) cO37aHue croco00B, IMOATOTOBKA U IPOBEACHHUE aTaK C MPUBJICUEHUEM CIICLUATIMCTOB B 00JIACTH HC-
NIOJIH30BaHUS TS PeasIn3aliy aTak HeIOKYMEHTUPOBAHHBIX (HEICKJIApUPOBAHHBIX) BO3MOKHOCTEH CUCTEM-
Horo I10;

JI) BO3MO>KHOCTb pacrioyiaraTb CBEJEHHUSIMM, COJAEPKAIMMUCST B KOHCTPYKTOPCKOM JOKYMEHTAaIlMM Ha
anmapaTHble ¥ IPOrPaMMHBIE KOMIIOHEHTHI Cpeibl PyHKIIMOHUPOBAHMS,

M) BO3MOKHOCTb pacrojiaraTb BceMu anmnapaTHeiMu komnonentamu CK3U u cpeap! pyHKIMOHNUpOBa-
HUS;

2. Yka3aTh B Kakux ciaydasx (mpu ucnoib3oBannu CK3HW) nuist 3aiuThl NePCOHATBHBIX JaAHHBIX
He00X0AMMO HCIO0Jb30BaTh cpeAcTBa KpunTo3amuThl HHGopmannu (CK3M) knacca KC2? ns
HelTpajau3aumnu aTak, IPH CO3JaHUM CIIOCO00B, MOATOTOBKE M NMPOBeIeHNH KOTOPHIX HCIOJIb3Y-
KOTCS BO3MOKHOCTH:

a) 0e3 MpHBIIeUEHHS CIICIMAIMCTOB B 007acTH pa3padboTku u ananmuza CK3U;

0) 3a mpenenaMu KOHTPOJIUPYEMOH 30HBI Ha JJaHHBIC, TIepeaBacMbIe 110 KaHaJIaM CBSI3H;

B) NIPH HAaXOKACHUH B IIPEAETIax KOHTPOJIUPYEMON 30HBI;

r) Ha atane skcruryaranui CK3U Ha cnenyromme o0bekThl: fokyMernTainio Ha CK3U 1 KOMIIOHEHTHI
cpepl QyHKIMOHUPOBAHUS,

I) pu3mueckuii TOCTyN K CpeACcTBaM BBIUYMCIUTENBHON TEXHUKH, Ha KOTOPBIX peann3zoBaHsl CK3U u
cpena GyHKIIMOHNPOBAHHS,

€) BO3MOXKHOCTh pacmojnaraTh anmapaTHbiMu komnoHeHTamu CK3U u cpenpl (yHKIMOHWUpPOBaHUS,
OrpaHUYEHHAs MEpaMU, peai30BaHHBIMU B HH()OPMAIIMOHHOW cucTeMe, B KoTopoi ucnonbdyercss CK3U, u
HalpaBJICHHBIMH Ha IIPEJOTBPAIIECHUE U IIPECeUCHNE HECAaHKIIMOHUPOBAHHBIX JIeHCTBUIl;

’K) C MPUBJICYCHUEM CIICIIHAIMCTOR B 00J1aCTH aHaIKM3a CUTHAJIOB, COMPOBOXKIAIOIIMX (PYHKIIMOHUPO-
Banne CK3U u cpeny QpyHKIMOHUPOBaHMS, U B OOJIACTH MCHOIB30BAHUS TSl peAIM3allli aTaKk HEeJIOKyMEH-
THPOBaHHBIX (HEACKIAPHUPOBAHHBIX) BO3MOXHOCTEH npukianHoro [10;

3) mpoBeaeHue nadbopaTopHbix HccienoBanuit CK3W, ucmonb3yeMbIX BHE KOHTPOJIMPYEMOM 30HBI,
OTpaHUYEHHOE MEpaMH, Pealln30BaHHBIMU B UH(POPMAIIMOHHOH cucTeMe, B KoTopoii ucnonbdyercs CK3U, u
HalpaBJICHHBIMH Ha IIPEJOTBPAIIECHUE U IIPeCeUeHNE HECAaHKIIMOHUPOBaHHBIX JIeHCTBUIA;

M) B HAYYHO-HCCIIEI0BATEILCKUX LEHTPAX, CIICHUATN3UPYIOUINXCS B 00JIaCTH Pa3padOTKU U aHaIu3a
CK3U u cpeasl QyHKIIMOHUPOBAHMUS, B TOM YUCIIE C HCIIOJIb30BaHNEM UCXOHBIX TEKCTOB BXOJISIIIETO B CpELy
¢byHKIMOHUpOBaHuUs npukiaaHoro [10, HemocpeACTBEHHO UCTIONB3YIOIIET0 BEI30BBI TPOTPAMMHBIX (QPYHKIMN
CK3U;

K) CO37[aHue CIIOCOOOB, MMOATOTOBKA U MTPOBE/ICHUE aTaK C MPHUBIICUCHIEM CIICI[AJINCTOB B 00JIACTH HC-
TIOJIB30BAHUS IS pealin3allii aTaKk HeJOKYMEHTHPOBAHHBIX (HEJIEKJIaPUPOBAHHBIX) BO3MOKHOCTEN CUCTEM-
Horo I10;

JI) BO3MOXXHOCTb PacIioyiaraTh CBEJACHUSMH, COACPIKAIIMMUICS B KOHCTPYKTOPCKOW JOKYMEHTALUH Ha
anmaparHbIe ¥ TPOTPaMMHbBIE KOMIIOHEHTHI Cpeibl PYHKIIMOHUPOBAHMUS,

M) BO3MO>KHOCTb paciiojiaraTb BceMu amnmnapaTHbiMu komroneHTamu CK3U u cpeapbl pyHKIMOHMPOBa-
HUS;

3. Yka3aTb B KaKuXx ciay4dasx (mpu ucnoys3oBanun CK3H) 1151 3auuThl NepcoHANIBHBIX TaHHBIX
He00X0AUMO UCII0JIb30BaTh cpeAcTBa KpunrTo3amuTsl uHGopmanun (CK3U) knacca KC3? Insa
HelTpaanu3alu aTak, IPH CO3JaHUM CIIOCO00B, MOATOTOBKE W NMPOBEeIeHUH KOTOPBIX MCIOJIb3Y-
OTCS BO3MOKHOCTH:

a) 0e3 mpuBIeUEHHS CIEHUAIMCTOB B 001acTH pa3padboTku u ananmuza CK3U;

0) 3a mpenenaMu KOHTPOIUPYEMOH 30HBI Ha JaHHBIE, IepeJaBaeMbIe 10 KaHajJaM CBSI3H;

B) TIpY HAXOXKJEHHUH B MPE/IENIaX KOHTPOIUPYEMO 30HBI;

r) Ha stane dkciuryaranuu CK3UW Ha cnemyronue 00bekThl: mokymeHTaruio Ha CK3U 1 KoMITOHEHTHI
cpeap! QyHKIMOHUPOBAHUS,

1) GU3NYECKUI JOCTYI K CPeJICTBaM BBIYHUCIUTENLHON TEXHUKH, HAa KOTOpbIX peanu3oBanbl CK3U n
cpena GyHKIIMOHUPOBAHMS,

€) BO3MOKHOCTH pacmojaraTh annapaTHbiMu KomrnoHeHTamu CK3U u cpensl ¢yHKIMOHUpOBaHUS,
OrpaHUuYEHHAs MEPaMH, peaJM30BaHHBIMU B HH()OPMALMOHHOW cucTteMe, B KoTopoit ucnonbsiyercs CK3U, u
HaIlpaBJIEHHBIMU Ha [IPEJOTBPAIlEHUE U IIPECEUEHNE HECAaHKIIMOHUPOBAHHBIX JIeHCTBU;



) C IPUBJICYCHUEM CIIELUATUCTOB B 00JaCTH aHAIM3a CUTHAIOB, CONMPOBOXKIAIOMINX (HYHKIHOHUPO-
Baane CK3U u cpeny QpyHKITMOHHPOBAHUS, U B 00JIACTH MCTIOIL30BAHUS JJIS PEATU3alNK aTaK HEIOKyMEH-
TUPOBAHHBIX (HEIEKIapHUPOBAHHBIX) BOZMOKHOCTEH npukiagHoro 110;

3) mpoBeneHue naboparopHbix uccaenoBanuii CK3U, ucmonb3yeMbix BHE KOHTPOJIHPYEMOW 30HBI,
OTpaHWYEHHOE MEPaMH, PEaJN30BAHHBIMY B HH(POPMAIIMOHHON cUcTeMe, B KOTopoil uconb3yercss CK3U, u
HaIpaBIEHHBIMHU HA MIPEOTBPAIIEHUE U MTPEeCceUeHNE HECAHKITHOHUPOBAHHBIX JEHCTBUM;

M) B HAYYHO-HCCIECIOBATENLCKUX LEHTPaX, CIICHUATN3UPYIOUINXCS B 00JIACTH pa3padOTKU U aHaIH3a
CK3U u cpensl GyHKIIMOHUPOBAHIS, B TOM YHCIIE C UCTIOIH30BAHUEM FICXOTHBIX TEKCTOB BXO/ISIIETO B CPEAY
¢dbyHKIIFOHUpOBaHU MpuKiIagHoro 110, HemocpeICTBEHHO HCITONB3YIOMIETO BEI30BHI MPOTPAMMHBIX (PYHKIIHI
CK3U;

K) CO37]aHue CIIOCOOOB, MMOATOTOBKA U MIPOBEICHHUE aTaK C MPHUBJICUEHHEM CIIEIUATIICTOB B 00JIACTH HC-
TIOJTF30BAHUS IS pealn3alliil aTak HeJOKYMEHTHPOBAHHBIX (HEJIEKIAPHPOBAHHBIX) BO3MOXKHOCTEH CUCTEM-
Horo I10;

JI) BOBMOXKHOCTB pacroyiaraTb CBEACHHUAMHU, COAEPKAIUMUCSH B KOHCTPYKTOPCKOM TOKYMEHTAIMH Ha
amnmapaTHbIe ¥ MPOTrPaMMHBIE KOMIIOHEHTHI Cpefibl (PyHKIIMOHHUPOBAHHS,

M) BO3MOXKHOCTH pacrojiarate BceMu anmapatabiMi komroHeHTaMu CK3U u cpens! hyHKIIMOHNpPOBa-
HUS;

4. Yka3aTh B Kakux ciaydasx (nmpu ucnob3oBanun CK3HW) nis 3amuTel nepcoHAJBHBIX TaHHBIX
He00X0AUMO MCIOJIb30BAThL cpeacTBa Kpunrto3ammTsl uHpopmanuu (CK3HU) knacca KB? Ins
HeliTpajau3aumu aTak, NPy cO3IaHUHN CIOCO00B, MOATOTOBKE U NMPOBEIEeHNH KOTOPBIX HCIOJIb3Y-
K0TCS BO3MOKHOCTH:

a) 0e3 MpUBIEYEHNS CIEIHAINCTOB B 00acTi pazpadorku u aHanmmza CK3U;

0) 3a mpenenaMu KOHTPOJIUPYEMOH 30HBI Ha JJaHHBIC, TIepeaBacMbIe 110 KaHaJIaM CBSI3H;

B) TIpY HAXOXKJCHHUH B MIPE/IeNIaX KOHTPOIHPYEMO 30HBI,

r) Ha atane skcruryaranud CK3U Ha cnenyromme o0bekThl: fokyMernTainio Ha CK3U 1 KOMITOHEHTHI
cpepl QyHKIIMOHUPOBAHUS,

1) pu3Myueckuid TOCTyN K CPeACTBaM BBIUMCIIUTEIBHON TEXHUKH, Ha KOTOpBIX peann3oBanbl CK3U u
cpena GyHKIIMOHNPOBAHHS,

€) BO3MOXKHOCTh pacmojaraTh anmnapaTHbiMu KomrmoHeHTamu CK3U u cpenpl GyHKIMOHUpPOBaHUS,
OrpaHUYEHHAs MEpaMH, peaJ30BaHHBIMU B MH()OPMAIIMOHHOM cucTeMe, B KoTopoi ucnonezyercs CK3U, u
HaIpaBJICHHBIMU HA MIPEIOTBPAICHUE U ITPeCceUeHIe HECAHKITMOHUPOBAHHBIX JIEHCTBHIA;

JK) C TMPUBJICUEHHUEM CIICIIHAIMCTOB B 00JIACTH aHAIHM3a CUTHAJIOB, COMPOBOXKIAOIINX (DYHKITMOHUPO-
Banne CK3U u cpeny QpyHKIIMOHUPOBaHUS, U B 00JACTH MCIIOIB30BAHUS JJISl pealn3alliil aTak HeJJOKyMeH-
THPOBaHHBIX (HEACKIAPUPOBAHHBIX) BO3MOXHOCTEH npukianHoro [10;

3) mpoBeaeHue nadbopaTopHeix HccienoBanuit CK3M, ucmonb3yeMbIX BHE KOHTPOJIMPYEMOH 30HBI,
OTpaHUYEHHOE MEpaMH, PEeaIn30BaHHBIMU B MHPOPMAIIMOHHOH cucTeMe, B KoTopoii ucnoib3yetcs CK3U, u
HanpaBJICHHBIMH Ha MTPEJOTBPAIICHUE U TIPeCeUCHNE HECAHKIIMOHNPOBAHHBIX JICHCTBUA;

1) B HAyYHO-UCCIIEJIOBATENBCKUX IIEHTPaX, CIICHUATH3UPYIOIMUXCS B 0071acT pa3paboTKH M aHAIH3a
CK3U u cpeas QyHKIMOHUPOBAHMUS, B TOM YUCIIE C HCIIOJIb30BaHMEM MCXOHBIX TEKCTOB BXOJISIETO B CPEIy
¢byHKIMOHUpOBaHUs pukiaaHoro [10, HemocpeACTBEHHO UCTIONB3YIOIIET0 BEI30BBI TPOTPAMMHBIX (PYHKIHN
CK3U;

K) CO3JIaHUE CITIOCOOO0B, TIOJATrOTOBKA U MPOBE/IEHUE aTaK C MPUBJICUYSHUEM CIICIIHATIICTOB B 00JIACTH HC-
TIOJIB30BAHUS IS pealin3allii aTaKk HEeJJOKYMEHTHPOBAHHBIX (HEACKJIapUPOBAHHBIX) BOZMOKHOCTEH CHCTEM-
Horo I10;

J) BO3MOXXHOCTB PacIioiaraTh CBEJICHUSMH, COACPIKAIIMMUICS B KOHCTPYKTOPCKOW JOKYMEHTALlMU Ha
anmaparHble ¥ IPOTPaMMHbBIE KOMIIOHEHTHI Cpeibl PYHKITMOHUPOBAHMS,

M) BO3MOXXHOCTh pacrojiaraTh BceMu ammapaTHsiMu kommonenTamMu CK3U u cpenbl GyHKITHOHUPOBA-
HUS;

5. ¥Yka3arhb B kakux ciay4dasx (nmpu ucnosas3oBannn CK3U) nist 3al0MThI MepCOHATBHBIX JAHHBIX
He00X0AMMO HCIOJIb30BaTh cpeAcTBa KpunTo3amuThl nHpopmanun (CK3HM) kmacca KA? Jns
HeHTpaJu3aluM aTaK, PH CO3IAHUM CIIOCOOO0B, MOATOTOBKE M MPOBeeHUH KOTOPBIX HCIOIb3Y-
OTCS BO3MOKHOCTH:

a) Oe3 mpuBIeUEHUS CIICIIMAIMCTOB B 001acTH pa3padboTku u ananmuza CK3U;

0) 3a mpenenaMu KOHTPOIUPYEMOH 30HBI Ha JJaHHBIE, IepeJaBaeMbIe 110 KaHaJIaM CBSI3H;

B) MPH HAXOXKJICHUH B Mpeieiax KOHTPOIUPYEMOU 30HBI,

r) Ha stane dkciuryaranuu CK3U Ha cnemyronue 00bekThl: mokymeHTaruio Ha CK3U 1 KoMITOHEHTHI
cpeap! QyHKIMOHUPOBAHUS,

I) pu3mueckuid TOCTyN K CPeACTBaM BBIYMCIIUTENBHOW TEXHUKH, Ha KOTOPBIX peann3zoBanbl CK3U u
cpena GyHKIIMOHHUPOBAHHMS,



€) BO3MOKHOCTh pacmojaraTh amnnapaTHbiMu KommoHeHTamu CK3U u cpenpl ¢yHKUIMOHMpPOBaHUS,
oTrpaHUYCHHAs MEpaMH, PeaTu30BaHHBIMU B HHGOPMAITMOHHONW CHUCTeMe, B KOTOpoit ncronb3yercss CK3U, u
HanpaBJICHHBIMH Ha MPEJOTBPAIICHUE U TIPECeUCHNE HECAHKIIMOHUPOBAHHBIX JICHCTBU;

) C PUBJICYCHUEM CIIEHUATUCTOB B 00JIACTH aHAU3a CUTHAIOB, COMPOBOXKIAIOIINX (YHKIHOHUPO-
Banne CK3U u cpeny pyHKIMOHMPOBAHHSA, W B 00JACTH MCIIOJIb30BAHUS ISl peaTH3alii aTaK HeJTOKyMEH-
THPOBAHHBIX (HEIECKIIApHPOBAHHBIX ) BOZMOXKHOCTEH mpukiagHoro [10;

3) mpoBeneHue nabopatopHbix uccnenoBanuii CK3U, ucmonb3yeMbix BHE KOHTPOJIUPYEMOH 30HBI,
OTpaHMYEHHOE MEPaMH, PEaJN30BAHHBIMI B HHPOPMAIIMOHHON cUcTeMe, B KOTopoil uconb3yercss CK3U, u
HalpaBJICHHBIMH Ha IIPEJOTBPAIIECHUE U IIPECEUCHNE HECAaHKIIMOHUPOBAHHBIX JI€HCTBUIL;

1) B HAyYHO-HCCIIEIOBATEILCKUX LIEHTPaX, CIICHUATN3UPYIOLUINXCS B 00IacTH pa3pabOTKu U aHaIu3a
CK3U u cpeas! yHKIMOHUPOBAHMS, B TOM YUCIIE C HCIIOJIb30BAHNEM HCXOAHBIX TEKCTOB BXOJISIIIETO B CpEly
¢byHkumoHupoBaHus npukiaaaHoro [10, HenocpeACTBEHHO UCTIONIB3YIOIIET0 BEI30BbI IPOTPAMMHBIX (PYHKIMH
CK3U;

K) CO37]aHue CIIOCOOOB, MMOATOTOBKA U ITPOBEICHIE aTaK C MPHUBICUYCHHEM CIIEHAINCTOB B 00JaCTH HC-
NIOJIB30BAHUS TS PeasIn3aliy aTaK HeJOKYMEHTUPOBAHHBIX (HEACKIApPUPOBAHHBIX) BO3MOXXHOCTEH CUCTEM-
noro I10;

J) BO3MOXKHOCTB PacIoiaraTh CBEJACHUSMH, COACPIKAIIMMUICS B KOHCTPYKTOPCKOW JOKYMEHTAaLlMH Ha
anmapatHble ¥ IPOrpaMMHbBIE KOMIIOHEHTHI Cpeibl PYHKIIMOHUPOBAHMUS,

M) BO3MOXKHOCTH pacIiojiarate BceMu anmapaTaeiMu komroHeHTaMu CK3U u cpensl hyHKIIMOHUpPOBa-
HUSL,

6. Jlna obGecrnieyenusi 4 ypoBHSl 3al[UINEHHOCTH MEPCOHAJIBHBIX AAHHBIX (MPH HCMOJb30BAHUU
CK3H) He00x01uMO0 BHINOJHEHUE CJAEAYIOMUX TPeOOBAHUI:

a) opra"m3anus pexuma odecredeHnss 0e30MacHOCTH MOMEIIEHNH, B KOTOPBIX pa3MelieHa nHpopMa-
LIMOHHAS CHCTEMA, IPETATCTBYIOIIEr0 BO3MOXXHOCTH HEKOHTPOJIMPYEMOT'O IPOHUKHOBEHUSI WIIN MPEOBIBAHUS
B 3THUX MOMEIIEHUSIX JIUII, HE MMEIOINX TpaBa JOCTYIAa B 3TH OMEILCHHS;

0) obecrnieueHne COXPAaHHOCTH HOCUTENEH MMepCOHATBHBIX JTaHHBIX;

B) YTBEPXKACHUE PyKOBOAUTEIEM ONEpaTopa JOKYMEHTA, ONPEAEIIIOIIEro IepeyeHb JIUL, TO0CTYIl KO-
TOPBIX K MIEPCOHAIBHBIM JaHHBIM, 00pabaThIBaeMbIM B HH(POPMAIIOHHOM crcTeMe, HEOOXOAMM ISl BBITION-
HEHHS UMH CITY>KE€OHBIX (TPYIOBBIX) 00SI3aHHOCTEHH;

T') UCTIOJIb30BAHUE CPEACTB 3aIUThI MH(POPMALUH, IPOLIEAIINX MPOLEAYPY OLIEHKH COOTBETCTBUS Tpe-
0oBaHUAM 3aKOHOJATENHCTBA Poccuiickoit @enepannu B o0mactu odecriedeHust 6e30macHOCTH HHPOPMAIIHH,
B Clly4ae, KOrjia IpUMEHEHHE TaKKX CPEJICTB HEOOXOIUMO JIUIsl HEHTpau3aluy aKTyalbHbIX yTpo3;

) Ha3HAYE€HWH JOJKHOCTHOTO Jinna (pabOTHHKA), OTBETCTBEHHOTO 3a 00ecreueHrne 0€30acHOCTH Tep-
COHAJIbHBIX JAHHBIX B MHPOPMALIMOHHON CUCTEME

7. B HacTosiee BpeMs B 00J1acTH o0ecrieyeHHsI 0€30MaCHOCTH NMEPCOHANBHBIX JaHHBIX € HCMOJIb-
30BaHHeEM CPeICTB KPUNTO3AIUTHI MH(POPMALMH AeiicTBYIOT cJlelyIolie HOPpMATUBHO-MeTOAH-
yeckne 1okymMeHTsl @CB Poccun:

a) [Ipukaz ®Cb ot 10 uromnst 2014 rona N 378 "OO0 yTBepKIE€HUH COCTaBa U COACPKAHMS OpraHU3al-
OHHBIX U TEXHUYECKUX Mep 10 0OecneueHnto 6e301acHOCTH MEPCOHANBHBIX JaHHBIX MIPU UX 00paboTKe B MH-
(OpMaIIMOHHBIX CHCTEMAaX MEPCOHANBHBIX JAHHBIX C UCTIOJNIE30BAaHHEM CPEJICTB KPUNITOrpapueCcKOH 3alUThI
UHQOpMaIK, HEOOXOAMMBIX JUISl BHIMONHEHHsT YCTaHOBIIEHHBIX [IpaBuTtensctBoM Poccuiickoit Depepanun
TpeOOBaHMH K 3aIlIUTE MEPCOHANBHBIX JAaHHBIX JUIS K100 U3 YPOBHEH 3aIIMIIEHHOCTH";

0) IIpuxaz ®CB Poccun ot 9 deBpans 2005 roga N 66 "OO6 yTBepKIeHHHU MOJI0XKEHUS O pa3paboTKe,
MPOM3BOJICTBE, PEATU3AMHA U AKCIUTyaTallud MH(QPOBANBHBIX (KpUNTOrpadhuvIecKnuX) CPeACTB 3allUThl WH-
dopmarmu (ITonoxenue [1K3-2005)";

B) "MHCTpyKIMst 00 opranu3anuu U odecreueHnr 0e30MacHOCTH XpaHeHus1, 00padOTKH U Iepejadu 110
KaHaJIaM CBSI3U C MCIIONIb30BaHUEM CPEJICTB KPUNTOTrpadhUIecKor 3anThl HH(POPMAITUH C OTPaHUIECHHBIM JI0-
CTYIIOM, HE CoJep)Kallell CBEJeHHH, COCTAaBISIOMINX TOCYAapCTBEHHYIO TailHy'", yTBEp>KACHHAs MPUKA30M
DAIICH ot 13 nrons 2001 roma N 152;

r) "Meronuieckne peKOMEHAAIMU M0 pa3paboTKe HOPMATHBHBIX MPABOBBIX aKTOB, ONPEACISAIOIINX
yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX, aKTyaJIbHbIC IIPH 00paboTKe MepCOHATbHBIX JAHHBIX B UH(OP-
MAaIMOHHBIX CUCTEMaX MEPCOHAJBHBIX JaHHBIX, IKCILTYyaTUPYEMBIX IPH OCYIIECTBICHUH COOTBETCTBYIOIIMX
BUJIOB JAeATENIbHOCTH", yTBepkIeHHble pykoBoAacTBoM & Llentpa ®CB Poccum (N 149/7/2/6-432 ot
31.03.2015);

1) BCE BBILICTIEPEUNCIICHHBIE;

8. Uem ynocToBepsieTcsi COOTBETCTBHE CPEACTB KPUNITO3ALUTHI HHGOPMALK, TPeOOBAHUSAM 110 3a-
muTe nHpopManuu?

a) aTTecTaToM COOTBETCTBHS,

0) ITUTIeH3HEH;



B) CEpTU(PHUKATOM COOTBETCTBUS;
T') aTTeCTaTOM aKKpeIUTAIUH;

9.

CKOJIbKO KJIACCOB CPeICTB KpUNTOrpaduueckoii 3amuThl HHGOPMAIIMHE MOKeT MPUMEHSATHCS
A HEeHTpaTu3aluM aTaK, OPraHNU3yeMbIX C IeJbI0 HAPYIIEHUsI 0€30MACHOCTH 3alIUIAeMbIX
NMEePCOHATbHBIX JAHHBIX?

a) J1Ba Kjacca;

B) TpH KJIacca;

T) YeThIpe KJacca;
) AT KJIacCOB;

3a4aHus OTKPbLITOro TMna

1.
2.

CKOJBKO YCTaHOBIICHO KJIACCOB JIJIsl CPEACTB KPHUIITO3AIMUTEI HHPOpMAIn?

B xakux crmydasix IOmMycKaeTcsl XpaHeHHEe CheMHBIX MAIIMHHBIX HOCHUTENeH WH(OPMAITIH ITIEPCOHATH-
HBIX JAHHBIX BHE ceH(OB (METATHICCKUX MKa(oB)?

B xakux nHGOPMAIIMOHHBIX CHCTEMaX B IENIX 3alIUTH HHPOPMAINH MPETYCMOTPEHO 0053aTeIbHOE
MpUMEHEHUE KBATH(DUIIMPOBAHHON AIIEKTPOHHOU MTOITHCH?

B nHpopManmoHHON cUcTeMe ePCOHANBHBIX AaHHBIX YTPO3bl 1-TO THIA aKTyalbHBI, €CIIH IS Hee B
TOM YHUCJIC aKTyaJIbHbI YI'PO3bl, CBA3AHHBLIC C HAJIMYUEM HCAOKYMCHTHUPOBAHHLIX (HC}Z[CKHapI/IpOBaH-
HBIX) BO3MOXKHOCTEH B

B undopmMaiioHHoii cucreme nepcoHanbHBIX TAHHBIX YTPO3bI 2-TO THIA aKTYaJbHBI, €CIIH JJIS Hee B
TOM YHCIIE aKTyaJbHBI YTPO3bI, CBI3aHHBIE C HATMYHEM HEJTOKYMEHTHPOBAaHHBIX (HEACKIaPHUPOBaH-
HBIX) BO3MOXHOCTEH B

3agaHunsa C pa3BEPHYTbIM OTBETOM

1.

Kakue ocHOBHble MeponpuATUA NPOBOAATCA B rOCYAapCcTBEHHOU MHPOPMALMOHHOW cUCTeMe ANA
dopmupoBaHua TpeboBaHmii no 3awmte HGoOpMauuu.

HpMTepMM oueHnBaHunA LLIkana oueHoOK

Obyuatowuiica NpMBoAMT OCHOBHblE meponpus- | OTanyHo (90-100 6annos)
TWA 3aWNTbl HGOPMaLLMK B FOCYAAPCTBEHHDBIX
MHPOPMaLMOHHBIX cucTemax. MoapobHo onuncaH
KaXK4bli U3 3Tanos.

Ob6yuatowniica NpMBoAMT OCHOBHblE Meponpus- | Xopowo (70-80 6annos)
TUSA 3aLLUTbl UHGOPMaLUK B TOCYAaPCTBEHHbIX
MHbOPMaUMOHHbIX cucTemax. MoapobHo onncaH
KakAbli U3 3Tanos. [lonycKkaroTcs He3HaunTe b-
Hble HETOYHOCTU.

Obyuatowmiica gonyckaeT ownbKy B nocnegosa- | YaosnetsoputenbHo (50-70 6annos)
TE/IbHOCTN OCHOBHbIX MEPONPUATUNA 3aLUUTbI UH-
dbopmaL MM B rocyAapCcTBEHHbIX MHOPMaLMOH-
HbIX cucTtemax. YactmyHo onucaH Ka)KLI,bIﬁ n3 3Ta-
nos. OTBET He COAEPKUT rPybbIX OLLIMBOK.

He npeacraBneHbl 3Tanbl GopMnpoBaHma Tpebo- HeyanosnetsoputenbHO
BaHW 3aWMUTbl MHGOPMALIMU B rOCYAaPCTBEHHbIX
MHDOPMaLMOHHbIX cucTemax. MpuUcyTCTBYIOT rpy-
Oble OWNOBKM NAN HETOYHOCTH.

KomnerteHuus MNK-3

3afaHus 3aKpbITOro TMna

1. dopmupoBanue TpeGOBaHUIl K 3amUTe HHPOPMALUH, codep:Kalleiicd B rocyiapcTBeHHOI MH-

(¢opMannoHHOM cucTeMe, MPEAINOoJaraeT cJaeAyouue 3Tanbl:



a) IPUHATHE PELICHHUS 0 HEOOXOAUMOCTH 3aLIUTHl HHPOPMALIUH; KIAcCH(YUKAUIO HH)OPMAIIMOHHOH cH-
CTeMBI TI0 TPeOOBaHMAM 3aIINTH HH(POPMAIINH; OTpeelIeHne yrpo3 0e30macHOCTH HH(OPMAIMH; OIpeielie-
HHUE TpeOOBaHMIA K CHCTEME 3aIIUThl HH(OpMalny;

0) aHaM3 PUCKOB HAapYLICHHsI HH)OPMAIMOHHOH 0€30MaCHOCTH; Pa3paboTKy MOJENH YIpo3 6€30IacHOCTH
nH(OpMAaITIH; oTIpeielIcHHe TPeOOBaHUH K CHCTEME 3aIIUTH HHPOPMAITHH;

B) aH&JIN3 HOPMATHBHBIX IIPABOBBIX AKTOB, METOIUYECKUX JOKYMEHTOB U HALIMOHAIBHBIX CTAHJAPTOB, KO-
TOPBIM JIOJKHA COOTBETCTBOBATh MH(POPMALIMOHHASI CHCTEMA; OMNpeAeIeHUe yrpo3 0e30nacHOCTH HHPOopMa-
LIUM; OTIpeiesieHNe TPeOOBaHU K CHCTEME 3aIlnThl HH)OpMAaILUY;

T) onpeaeseHue nHGopMaLuy, oAIeKaleil 3amuTe B M”HGOPMAOHHON CUCTEME U €€ 3HAYMMOCTH; KJlac-
cupuKanuy MHOOPMAMOHHOW CHCTEMBI IO TpeOOBaHMSAM 3aIUTH HH(GOPMALMK; ONpeAeeHne yrpos oes-
OMacHOCTH MHPOPMALMH; olpeaesieHne TpeOOBaHUH K CUCTEME 3aIUThl HHPOPMALIUH;

2. Mopaeas yrpo3 dezonacHoctu undopManun u (MI1M) TEXHUYECKOE 3aJaHie HA CO3IaHUe rocyaap-

CTBEHHOH MHGOPMANMOHHOM CHUCTEMBbI JOJIKHBI ObITH COIJIACOBAHBLI (B Mpeieiax uxX NoJHOMO-
YMii B 4aCTH, Kacalolelcsl BHINOJHEHUS] YCTAHOBJIEHHBIX TPeOOBaHUH 0 3amuTe HH(popManmn)

a) ®CTOK Poccun; ®CB Poccun; Muntudpsr Poccun; Pockomuamzop;

0) ®CTIK Poccum; Pockomuanzop; Munnudpst Poccun;

B) ®CTOK Poccun; ®Cb Poccnn; PockoMuanzop;

r) ®CTIK Poccum; ®Ch Poccun;

1) ®CTIK Poccumn; Munnmdpsl Poceny;

3. TpebGoBaHusi k cucreMe 3alUTHI HHGOPMALUH IOCYIAPCTBEHHOH HH(OPMAIIMOHHONH CHCTEMBI
onpeIess0TC B 3aBUCHMOCTH OT:

a) 6aHKa MaHHBIX yrpo3 O6e3omacHocTH uHPopManmu (bdu.fstec.ru), a Takxke pe3yIbTaTOB aHATIHN3a YA3BH-

MoOCTel UH(POPMAIIMOHHON CHCTEMBI,

0) Moaenu yrpo3 0e30macHOCTH HH(OPMAITUH, a TAKXKE PE3yJIbTaTOB aHAJIM3a YA3BUMOCTEH MH(POpPMAIIH-
OHHOM CHUCTEMBI;

B) KJIacCa 3alIUIIEHHOCTH HH(OPMAITMOHHOW CHCTEMBI M YTPO3 0€30MaCHOCTH WH(POPMAIIHH, BKITFOUEHHBIX
B MOJIETIb YTPO3 0€301acHOCTH HH(POPMALIUH;

T') OT 3HAYUMOCTH 00pabaTpiBaeMol B Hell nH(popMaIy 1 MaciiTaba nHGOPMAITMOHHOW CUCTEMBI;

4. B xakux nH(pOPMALNUOHHBIX CHCTEMAX B LeJSAX 3aIMThl HHPOPMAIMH MPeIyCMOTPEHO 00s13a-

TeJIbHOE PUMEHEeHUe CPeACTB Kpunrorpadunyeckoii 3ammursbl uHGopmManuu?

a) B TOCY/IapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX;

0) B MH(GOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JTAaHHBIX;

B) B HH(OPMALMOHHBIX CHCTEMAax OOILIETo MOJIb30BaHUS;

T') B ”HPOPMAITMOHHBIX CUCTEMaX MEPCOHANBHBIX JIAHHBIX, €CIIH MIePCOHAIbHbIC JAHHBIC MOJICKAT KPHII-
Torpa)MvuecKoi 3alUTe B COOTBETCTBUH C 3aKOHOAATENLCTBOM Poccuiickoit dexepannu u ocymecTBisieTcs
nepeaaya TakuxX NepCOHANBHBIX JaHHBIX 110 HE 3aIIUIICHHBIM KaHalaM CBSI3U H/WIK OCYLIECTBIISIETCS] XpaHe-
HHE IePCOHAIBHBIX JaHHBIX HA HOCUTENSIX NH(POPMALK, HECAHKIIMOHUPOBAHHBIM 1OCTYII K KOTOPBIM CO CTO-
POHBI HAPYIIUTEINS HE MOXKET OBITh UCKIIIOYEH C MOMOIIBI0 HEKPUNTOTPahUIECKUX METOIOB H CIIOCOOOB;

5. B kakux nH(pOPMAINHOHHBIX CHCTEMAX B LeJIAX 3alMThl HHPOPMANIMU MPeTyCMOTPEHO 00s13a-

TeJIbHOE NPUMeHeHne KBaJIu(UIUPOBAHHOMN 3JIEeKTPOHHON moanucu?

a) B TOCY1apCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX;

0) B MH(GOPMAIIMOHHBIX CUCTEMaX MEPCOHAIILHBIX JTAHHBIX;

B) B MHPOPMAIIMOHHBIX CHCTEMax OOIIETO MOJIb30BaHUS;

T') BO BCEX MEPEUNCIICHHBIX BBIIIE HHPOPMAIIHOHHBIX CHCTEMAX;

6. Pa3zpaborka cucteMbl 3auUTHI HHGOPpMALUHU HHPOPMALHOHHOI CHCTEMBbI OCYIIECTBJISIETCH B CO-
OTBETCTBHMH € TEXHUYECKHMM 3a/IaHMeM Ha cO3JaHNe NH(OPMAIMOHHOW CHCTeMBbI M (MJIN) TeXHHU-
YeCcKHUM 3a1aHueM (YACTHbIM TeXHHYECKHM 32/IaHHEM) Ha CO3/1aHHe CHCTeMbl 3alUThl HH(OP-
MaluM HH(POPMALMOHHON CHCTeMbI H BKJIIOYAET CJEAYIOIIHe CTAIUM:

a) wiaccudukanuo THOOPMAIIMOHHON CUCTEMBI 1O TPEOOBAHMSAM 3aIIUTHl HHPOPMAIUH; ONpe/IeIeHUe

yrpo3 6e3onacHocTd HHPOPMALIUK; ONIpeiesieHIe TpeOOBaHUH K CHCTEME 3aIlUThl HH()OpMAalny;

0) pa3paboTKy MOJIETH YyTPO3; OMpe/IeICHIE TPSOOBAHMI K CHCTEME 3aIUTH HH(OPMAIIHNH; OTIPEICIICHIE
BUJIOB U THIIOB CPEJCTB 3aIlUThl HHOOPMAIIMH, 00E€CIICUMBAIOIINX PEAIU3ALINI0 TEXHUISCKHUX MEp 3alUThI
MHpOpMaIUK; pa3paboTKy 3KCIUTyaTallHOHHON IOKYMEHTALUH;

B) pa3pabOTKy MOJEIH yIpo3; OmpeiesieHie TpeOOBaHUI K CHCTEME 3allluThl MHPOPMAIMK; OTIpeieIeHIe
HEOOXOIUMBIX CPEJICTB 3aIUTH HHYOPMAIINH; pa3padoTKy OpraHU3aIMOHHO-PACTIOPSINTENFHON H IKCILTya-
TAllMOHHOW TOKYMEHTAIIUH;

T') IPOEKTUPOBAHUE CUCTEMBI 3aIUThl HHPOPMALIMK; Pa3pabOTKy 3KCILTyaTalMOHHON TOKYMEHTALUH;

MaKeTHPOBaHHE U TECTHPOBAHHE CHCTEMBI 3al[UThl HHPOPMAIUH (TIPH HEOOXOIUMOCTH);



7. JKemiayaTalMoOHHasi JOKYMEHTalMsl HA CHCTeMY 3allMThl HHGopManuu MH(POPMAaLMOHHON cH-
crembl pazpadareiBaercs ¢ yuetom 'OCT 34.601, 'OCT 34.201 u 'OCT P 51624 u noaxna B
TOM 4YHCJIe COlePKAThH:

a) pyKOBOJCTBO I0JIb30BAaTElIs; PYKOBOACTBO OIIEPATOPa; PyKOBOACTBO aIMHHUCTPATOPA; ONKCAHUE IIpa-
BWJI DKCIUTyaTalliy CUCTEMBI 3alIUTHI HH(pOpMaIy HH)OPMAIIMOHHON CUCTEMBI;

0) omucaHue CTPYKTYpPbI CUCTEMBI 3aIIUTHl HH(YOpMauu HHPOPMALMOHHON CHCTEMBI; OTIMCAHKE COCTAaBa,
MECT yCTaHOBKH, 1TaPaMETPOB U MOPSAKA HACTPOHKH CPEICTB 3alUThl HHPOPMAIMHY, IPOrPaMMHOT0 obecrie-
YEeHHS U TEXHUYECKHUX CPE/ICTB; OMMCAaHUE MPABUII SKCIUTyaTallul CUCTEMBI 3alllUThI;

B) PYKOBOJICTBO aJMHHHUCTPATOpa WHPOPMAITHOHHON CHCTEMBI; ONMCAHUE TPABUII Pa3BePTHIBAHHUSA U DKC-
IUTyaTaly CUCTEMBI 3aIUThl MH(OpManuy HH(POPMALMOHHON CUCTEMBI,

T') IOPAIOK Pa3BePThIBAHMUS M HACTPOMKH CPEACTB 3alUThl HH(OPMALIMH; ONIMCAHUE IIPABIJI SKCILTyaTallun
CHCTEMBI 3aIUTHI; IpaBuiia U TPeOOBAHUS 110 peaii3alry YCTaHOBJICHHBIX MEP 3alIUThl HHPOPMAIIH;

8. BHenpenue cucteMbl 3aUTHI HHGOPMALUH WHPOPMAIMOHHOIH CHCTEMbI OCYIECTBJSIETCS B
COOTBETCTBHH C MPOEKTHOM M IKCIIyaTAMOHHOM JOKYMEHTalel Ha CHCTeMY 3allluThl HH(pOpMAaIHH
HH(OPMANMOHHOH CHCTEeMBbI U B TOM YHCJIe BKJIIOYaeT:

a) HACTPOMKY CPE/ICTB 3aLIUThL; IPEABAPUTEIBbHBIC UCIIBITAHNS CUCTEMBbI 3aIIMThI HH(OPMALKH; OTIBITHYIO
9KCIUTYyaTallMi0 CUCTEMBI 3alUThl MH(pOpMAIMY; MPUEMOYHbIE HCIIBITAHUS; aTTECTalni0 WHPOPMAUOHHON
CUCTEMBI;

0) pazBepThIBaHUE CPEJCTB 3aAIINUTHI, pa3pabOTKy OPraHU3AIMOHHBIX MEp 3aIUTHl HH(POPMAIINK; TIpeIBa-
PUTENbHBIC UCTIBITAHMUS CUCTEMBI 3aIIUTHl HHOOPMAIIMU; ONBITHYIO SKCIUTYaTallUi0 CUCTEMBI 3allIUTHI HH(OP-
Malliy; aHAJI3 YSI3BUMOCTEH M IPUHATHE MeP 3alIUThl HH)OPMAIIHH 0 UX YCTPAHEHHIO; TPUEMOYHBIC UCTIBI-
TaHUS;

B) YCTAaHOBKY U HACTPOUKY CPEICTB 3aILUTHI; pPa3paboTKy OpraHn3allMOHHO-PACIIOPSANTENbHBIX JOKYMEH-
TOB TIO 3alIUTe WHPOPMAINK; BHEJPEHHE OPraHU3alliOHHBIX Mep 3aIlUThl HHPOPMAIMH; MpeIBapUTEIbHEIC
WCTIBITAHUS] CUCTEMBbI 3aLUThl HH(OPMALIMH; OIBITHYIO 3KCIUTYaTallMI0 CUCTEMBbI 3alUThl HH(POPMALIUH; aHa-
JIU3 YSI3BUMOCTEH M IPUHATHE Mep 3aIUUThl HHYOPMALUH 10 UX YCTPAHEHHIO; MPUEMOYHBIEC UCTIBITAaHHS;

T') YCTaHOBKY M HACTPOMKY CPEACTB 3aIlUTHI; pa3paboTKy OpraHn3alliOHHO-PACTIOPSIUTEIBHBIX JOKYMEH-
TOB I10 3alIUTe MH(POPMAIMK; BHEAPEHUE OPraHU3AIIMOHHBIX MEp 3alIUThl HHPOPMALIMHU; 00YUIEHUE TIOIH30-
BaTeJIe; MpeBapUTEIbHbIC HCIIBITAHUS CUCTEMBI 3aIUThl HHPOPMALIMH; ONBITHYIO SKCIUTYaTaII0 CHCTEMBI
3alIUTHl HTHPOPMAIMH; TPUEMOYHBIC UCTIBITAHHS;

9. PaszpalarbiBaeMble OPraHU3alMOHHO-PACTIOPAAUTEIbHbIE JOKYMEHTHI M0 3amuTe UHGopMa-
MM J0/KHBI ONIpe/lesiTh MPaBUJIAa M NIPOLEAYPbI:

a) ympasiieHHs (aJMUHUCTPUPOBAHUS) CHCTEMOH 3alIUThl MHQOPMALMK; BBISIBICHUS MHIUIECHTOB O€3-
OIMAaCHOCTH MH(OPMALIH U pEarupoBaHus Ha HUX; YIpaBiIeHUs KoHGUrypauneil nHGOpManOHHONH CHCTEMBI
W CUCTEMBI 3alIUThl HH(OpMaIK; KOHTPOJIS (MOHUTOPHHTA) 32 00ecleueHHEM YPOBHSI 3alUIIEHHOCTH WH-
(bopmannu, coaepkamielicss B THQOPMAIIMOHHOW CUCTEME; 3aIUThl HH(OPMAIIMU TPH BBIBOJIE U3 DKCILTyaTa-
U1 MHPOPMALIMOHHON CHCTEMBI WIIM TIOCIIE IPUHATHUS PEeLIeHNs: 00 OKOHYaHUHU 00padoTku HH(opManuy;

0) ynpasieHus (aIMHHUCTPUPOBAHUS ) CUCTEMOM 3aIIUTHI MHPOPMAINK; YIpaBiIeHHs KOHQUTYpalen nH-
(OpMalMOHHOW CHUCTEMBbI M CHUCTEMBI 3aIUTHl WHPOPMAIUK; KOHTPOJIsi (MOHUTOPHHTA) 32 o0ecrieueHueM
YPOBHS 3alIUIEHHOCTH HHPOPMALIUH, coepxalieiics B MHQOPMAMOHHONW CUCTEME; 3alMThl HH(POpMALIUU
IpY BBIBOJIEC W3 IKCIUTyaTaldu MH(YOPMALIMOHHON CHCTEMbI MJIM TOCJEe MPUHATHS pelleHHs 00 OKOHYaHUU
00paboTKu HHpOpMAaLINY;

B) ynpaBiieHHs (aAMUHUCTPUPOBAHMSA) CUCTEMON 3alUThl MH(OpMaLMHY; yIpaBlIeHHs KOHQUTypaend nH-
(opMaLIMOHHON CHCTEMBI M CHCTEMBI 3aIlUThl WHPOPMAIMK; KOHTPOJII (MOHUTOPHHIA) 3a oOecrieueHueM
YPOBHSI 3alIUIIIEHHOCTH WH(POPMAIIUH, COIepKalIeicsl B ”HPOPMAITMOHHON CUCTEME;

T') BBISIBIIGHUS! HHIIUACHTOB 0€30MacHOCTH WH(OPMAIINN ¥ PearnpoBaHus Ha HUX; YIIpaBIEHUs KOHDUTY-
pauyeil ”HPOPMALMOHHON CUCTEMBI M CUCTEMBI 3allIUThl HHPOpMAIMK; KOHTPOJIS (MOHUTOPHHTA) 3a obecre-
YEHHEM YPOBHS 3alIMIICHHOCTH WHPOPMALUH, COAeprKaliencs: B UHPOPMALUOHHON CUCTEME;

10. IIpu BHeApeHUH OPraHU3AMUOHHBIX Mep 3aIMThl HHGOPMALUH OCYLIECTBIAIOTCS

a) peanu3anys MPaBMJ Pa3TpaHUUYEHHS JOCTYMA, YCTAHOBKA M HACTPOWKA CPEJCTB 3aIIMTHL, pa3paboTka
OpraHU3alMOHHO-PACTIOPSIUTENBHBIX JOKYMEHTOB IO 3amuTe HHGopMauuu; oOydeHHe MOJb30BaTeNei;
MIpe/IBapUTEIbHBIE NCTIBITAHHS CHCTEMBI 3aIIWTHl HH(POPMALIMHK; OTMBITHAS IKCIUTyaTaI[Usl CUCTEMBI 3aIlUThHI
UHQOPMAIIH;

0) peanuzanus IpaBUl pa3srpaHUYEHUs JAOCTYIa, U BBEACHUE OTPaHUUYCHUN Ha AEHCTBHSA IOJIb30BaTENECH,
a TaKKe Ha U3MEHEHHE YCIOBUH AKCIUTyaTalllH, COCTaBa M KOH(DUTYpallii TEXHUIECKUX CPEICTB U IIPOTpaMM-
HOT'0 00ecTieueH s ; TPOBEPKa MOTHOTHI M AETATLHOCTH OIMCAHUS B OPTaHU3AI[IOHHO-PACTIOPATUTENBHBIX J10-
KyMEHTax 10 3amure WHQOpMaluy JeHCTBUHN IMOJIb30BaTeNeld W aJIMUHUCTPATOPOB; OTPabOTKa JeHCTBUIA
JOJDKHOCTHBIX JIMI M IOApa3AeieHN i, OTBETCTBEHHBIX 32 pealIn3aliio Mep 3alInThl HH)OpMAalny;



B) pa3BepThIBAHUE CPEACTB 3alUTHI, pa3pa0d0TKa OpraHU3AIMOHHBIX Mep 3aIlUThl HH(HOPMAIUH; TTPe/IBa-
PUTENbHBIC UCTIHITAHHS CUCTEMBI 3aIUTHl HHOOPMAIIMHU; ONBITHYIO SKCIDTYaTaIllUi0 CUCTEMBbI 3allIUTHI HH(OP-
MaIUH; aHAJIN3 YSA3BUMOCTEH U MPUHSTHAC MEP 3aIUThl UH()OPMAITUH 10 UX YCTPAHECHUIO; PUEMOYHBIC UCTTBI-
TaHUs;

r) oOydeHHe MOJB30BaTelNel; MpeIBapUTeIbHbIE HCIBITAHUS CHCTEMBI 3aIIUTH HH()OPMAINW; OIMBITHAS
SKCIUTyaTalys CUCTEMBI 3alIUTHl HH(OPMAIINH; aHaJN3 YSI3BUMOCTEH U MIPUHATHE Mep 3alTUThl HHPOPMAaInN
M0 UX YCTPaHCHUIO; peau3alus MpaBuil pa3rpaHUUYCHUs AOCTyNa, U BBEJCHUE OTPAHUUYCHUN Ha JEUCTBUS
MOJIF30BATEIICH; IPOBEPKA MOHOTHI M JETATFHOCTH OIMCAHSI B OPTaHU3aIIHOHHO-PACIIOPSIUTENBHBIX TOKY-
MEHTax I10 3aIuTe HHPOpMAaITIN TeHCTBHM MOJIb30BaTelIel U aIMHHICTPATOPOB; OTPabOTKA ACHCTBUH TOIDK-
HOCTHBIX JIAI] ¥ MOAPA3/ICIICHUI, OTBETCTBEHHBIX 3a PEAIM3AIUI0 MEP 3aIUThl HHPOPMAIIHH;

3a4aHus OTKPbLITOro TMna

1. B kakux nH(GOPMAIIMOHHBIX CHCTEMax B IEJSIX 3aIIUTHl HH(OOPMAIIUH IPEIYCMOTPEHO 00I3aTeTFHOE
MIpUMEHEHUE KBATH(OUIIMPOBAHHOM AIICKTPOHHOMN TOIITHCH?

2. B uHbOpMaImoHHO# cucTeMe epCoOHABLHBIX TAHHBIX YIPO3bl 1-TO THIIA aKTyaJbHbI, €CIIH IS Hee B
TOM YHCJI€ aKTyalbHBI YTPO3bI, CBSI3aHHBIE C HAIMYHEM HEJOKYMEHTHPOBAHHBIX (HEIEKIApHPOBAH-
HBIX) BO3MO)KHOCTEH B

3. B uH(bOpMaMOHHOM cHCcTEME MEPCOHANTBHBIX JAHHBIX YTPO3bl 2-TO TUMA aKTyaJIbHBI, €CIIU IS Hee B
TOM YHCJIC aKTyaJIbHbI YI'PO3bl, CBA3aHHBIC C HAIMYNEM HEAOKYMCHTHUPOBAHHBIX (HeI[eKHapI/IpOBaH-
HBIX) BO3MO)KHOCTEH B

4. Kak gacTo B M”HQOPMAIIMOHHOHN CHCTEME TIEPCOHANBHBIX JAHHBIX JOJDKEH MPOBOJUTHCS KOHTPOIb
BBITIOTHEHUS TPeOOBAHUH 3aIIUTH HH(OPMAITHH?

5. Kakwue kmaccsl CpefIcTB KPUNTO3AMUTH HHPOPMAIUX TPEOYIOT KOHTPOIIS IIETOCTHOCTH TIPOTPaMM-
HOTO obecrieueHus?

3agaHuns ¢ pa3BEpPHYTbIM OTBETOM

1. Kak npoucxoauT npu3HaHue KBATU(GUIHPOBAHHON YJIEKTPOHHOI MOANMCH TeHCTBUTEILHON?
Kputepun oL.eHMBaHUS LLIkana oueHOK
Obyuatowuiica NpMBOAMT anropuUTm u nepeveHb | OTanyHo (90-100 6annos)
BCEX YC/IOBMIA NPU3HAHWUA KBaAUULNMPOBAHHOM
3/1eKTPOHHOM No4NUCK AEeNCTBUTENbHON.
Ob6yuatowmiica NpMBoAUT anropuTM M nepedeHb | Xopowo (70-80 6annos)
BCEX YC/IOBMIA NPU3HAHWUA KBaAUULMPOBAHHOM
3N1eKTPOHHOM nognucu gencreutenbHon. Jonyc-
KaloTCA HEe3HAUYUTE IbHbIE HETOYHOCTMU.
Obyuatowmiica gonyckaeT oWnbKyY B afiroputme YposnetsoputensHo (50-70 6annos)
n/vAn nepeyHe BCex YCI0BUIA MPU3HAHUA KBaIN-
bMLMPOBaAHHON 3/1EKTPOHHOM NOANUCK AENCTBU-
TenbHOW. OTBET He COAEPKUT rPyObIX OLIMOOK.
Ob6yualowminca He 3HaeT airopUTM U NepeyeHb HeynosnetsopuTeibHO
BCEX YC/IOBMI NPU3HAHWUA KBanUULMPOBAHHOM
3N1eKTPOHHOM nognucu gencreuTenbHon. Mpucyt-
CTBYIOT rpybble OLWMBKM UAN HETOUYHOCTW.

20.2. NMpomexyTo4yHana aTTecTauums

MpomexyTodHaa aTTecTauus MOXET BKMtoYaTb B cebsa TeopeTnyeckne BOMNpPOCHl,
NO3BOMSAKOLWNE OLUEHUTb YPOBEHb MOJSTYYEHHbIX 3HAHMM W/MNK NpakTudeckoe (ue) 3apa-
Hue(s1), nossonstoLiee (Me) oLeHUTb CTeNeHb CHOPMUPOBAHHOCTM YMEHUI N HABbLIKOB.

Mpn oueHMBaHUM MOryT WCMONb30BaTbCA KOMMYECTBEHHbIE WM KavyeCTBEHHbIE
LUKarbl OLEHOK.

[ns oueHuBaHusA pe3ynbTaToB 0Oy4YeHMs NpU NPOBEOEHUM MPOMEXYTOYHON aTTe-
cTauumn Ucnonb3yTcs cnefyowmne cogepxatenbHble nokasaTenu (hopMynmpyeTcs ¢ yye-
TOM KOHKPETHbIX TpeboBaHNN AUCLIMMIINHBI):




1) 3HaHMe HOPMAaTUBHbLIX OOKYMEHTOB, OCHOBHbLIX OnpefeneHun, NOHATUA N UC-
nonb3yeMon TepMNUHONOINMK;

2) ymeHue npoBoauTb 06ocHOBaHWe TpeboBaHWMM HOPMATUMBHBLIX AOKYMEHTOB W
NpakTU4ecKnx Mep Ux peanuayoLmnx ¢ NCNofb30BaHMEM C UCMONb30BaHNEM cepTuduum-
POBaHHbIX CPeACTB 3amThl MHpOpMaLUnK;

3) yMeHue cBa3biBaTh TpeboBaHWS HOPMATUBHbBIX JOKYMEHTOB C NPAKTUKON, UNJIHO-
CTpMpoBaTb OTBET NpUMepamu, B TOM Yucrie, CO6CTBEHHbIMU, YMEHME BbISBASATbL U aHanu-
31poBaTb OCHOBHbIE 3aKOHOMEPHOCTU, NONTy4YEHHbIE, B TOM YUCNeE, B XOA€E BbINOSHEHUA Nna-
BopaTopHO-NpaKTUYEeCKNX 3aaHum;

4) ymeHne 060CHOBbLIBaTL CBOW CYXXAEHUSA U NPOeCCMOHanbHY0 NO3MLUMIO NO U3-
naraemomy BOMpocy;,

5) BnageHue HaBblkaMW MPOrpamMMMpPOBaHNA U aOMUHUCTPUPOBAHNA KOMMbIOTEP-
HbIX CUCTEM W CPEACTB 3alUnTbl B paMKaX BbINOSIHAEMbIX TabopaTOpHbIX 3a4aHniA;

6) BrageHwe HaBblkamMu MPOBEAEHUS KOMMbIOTEPHOrO 3KCNepuMeHTa, TeCTUpoBa-
HUS KOMMbIOTEPHBIX MoAernen anroputMoB 06paboTkmn MHopmaumn.

PasnuyHble koMOGUHaLMM NepevncneHHblX nokasaTenen onpeaenstoT KouTepum oue-
HMBaHMA pe3ynbTaToB 00y4yeHUs (CHOPMMUPOBAHHOCTU KOMMETEHUUIN) HA roCyAapCTBEHHOM
3K3aMeHe:

—  BbICOKWUI (Yrny6rieHHbIN) ypoBEHb CHOPMUPOBAHHOCTN KOMMNETEHLNI;

—  MOBbIWEHHbIN (MPOABUHYTLIN) YPOBEHb CHOPMUPOBAHHOCTU KOMMETEHLNN;

— noporoBbiv (6a30BbIN) ypoBEHL COOPMUPOBAHHOCTN KOMMETEHLINN.

[nsa oueHnBaHuA pe3ynbTaTtoB 06yYeHNsa Ha rocy4apCTBEHHOM 3K3aMeHe UCMNONb3y-
eTcq 4-6annbHaga wKana: «OTANYHO», «XOPOLLOY», «yOOBETBOPUTENBHO», «HEYOOBETBO-
putensHO». [N oueHnBaHusa pesynbTaTtoB 0Oy4eHMs Ha 3a4eTe UCMNONb3YeTCa — 3a4TEHO,
He 3a4TeHO No pes3yrnbTataM TECTUPOBAHUA.

CooTHOLEeHNe NokasaTenen, KpUTepmeB U LWKarnbl OLeHUBaHNS pe3yrbTaToB oby4e-
HWSA Ha rocygapCTBEHHOM 3K3aMeHe NpeacTaBrieHo B crieaylowen tTabnuue.

Kputepuu oueHMBaHUA KOMNETEHLMN U LLUKana OLEeHOK Ha 3a4yeTe
YpoBeHb
KpuTepuu oueHuBaHnsa kKomneTeHuum chopMMpoBaHHOCTH LLikana oueHoK
KoMneTeHunmn
Ob6yuatowninca 4eMOHCTPUPYET NOSTHOE COOTBETCTBME 3HAHWMN, [MoBbILWEHHbIN YPO- OTnnyHo
YMEHMWN, HaBbIKOB MO NPMBEAEHHBIM KpUTEPUsiM CBOBOAHO orne- BEHb
pupyet NOHATUNHBIM annapatom u I'IpI/IO6peTeHHbIMVI 3HaHU-
AMU, YMEHNAMU, NPUMEHAET UX NPU pelieHN NPpakTU4eCKnX 3a-
Jad.
OTBeT Ha KOHTPOMbHO-U3MEPUTENbHLIN MaTepuan He MOJSHO- Bba3oBblIil ypoBeHb Xopouo
CTbHO COOTBETCTBYET O4HOMY U3 NepevuncCrieHHbIX Bbille MNnokKa-
3arenemn, HO o6yqa+ou.|,vu7|c;| OaeT npaBuiibHble OTBETblI Ha AO0-
NOJIHUTESIbHbIE BOMNPOCHI. |_|pl/l 3TOM 06y‘-|al0LLl,VII7I09I AeMOH-
CTpupyet cooTBeTCTBUE 3HaHWUN, yMeHVII7I, HaBbIKOB npuneeaeH-
HbIM B Ta6n|/|u,ax nokasartesndam, HO OOoNyCKaeT He3HayuTellb-
Hble OWNBKN, HETOYHOCTM, UCMbITbIBAET 3aTpyAHEHUSA Npu pe-
LUeHUW NPaKTU4YeCKnX 3agau.
Obyvarowuncs eMOHCTPUpyeT HeMnornHoe COOTBETCTBME 3Ha- MoporoskIn ypo- YpoeneTsopu-
HI/II7I, yMeHI/II7I, HaBbIKOB NnpuBeaeHHbIM B Ta6n|/|u,ax nokKasaTte- BEeHb TernbHO
naMm, gonyckaeT 3HavuTesnbHble oLmnbKn npun peeHnmn npakTn-
YecKux 3apgad. |_|pl/l 3TOM OTBET Ha KOHTPOJIbHO-U3MepuTesb-
HbIN mMmaTtepuan He COOTBEeTCTBYyeT nobbim OBYyM U3 nepe4uc-
JIeHHbIX n0Ka3aTene|7|, OGyHBPOUJ,I/IVICﬂ JaeT HenoliHble OTBETbI
Ha JONOJIHUTEJIbHbIE BOMPOCHI.
OTBeT Ha KOHTpOJ‘IbHO-I/I3MepI/ITeJ'IbHbIIZ mMmaTtepuan He CooTBeT- - Heyp,osneTBo-
CTByeT noo6bIM TpeM 13 nepeyncrieHHbix nokasarenem. O6yqa- pUTENBHO
IOLWNACA OEeMOHCTPUPYET OTPbIBOYHbIE, (dparMeHTapHble 3Ha-
HWs1, JONyCKaeT rpybble ownbkm

20.3. NMpumMepHbIN NepeYeHb NpakTUYeCKUX 3aaaHun, Tem pecdepatoB, TeM Npe3eHTa-
LM, AOKNAAO0OB, BONPOCOB K 3a4eTy C OLIeHKOMN



Ne CogepxaHne

1 SJ'IeKTpOHHaﬂ nognumcb, Ha3dHa4vyeHne n npumMmeHeHne, NCTopna BO3HUMKHOBEHUA, UCMOJ1b3yeMble ar-
rTOPUTMbI. CepTM(bI/IKaT KIko4a NpoBEPKU SHeKTpOHHOﬁ noanncu. XpaHeHme 3aKpbITOro Krnko4ya.

2 OcHoBHble yrposbl kpuntoaTak. NHdpacTpykTypa oTkpbiThix kntouven (PKI). Ygoctosepstowwmi
LeHTp. Bo3amoxHble apxuTtekTypbl noctpoeHns PKI..

3 depnepanbHbii 3akoH Poccuiickon ®egepaunm ot 6 anpens 2011 r. N 63-®3 «O6 aneKkTpoHHON
nognucuy. Buabl aneKTpoHHON noanucu.

4 Mpuka3 MuHkomces3am Poccum ot 23.11.2011 N 320 "O6 akkpeguTauumn yaoCcTOBEPSHOLLUX LIEH-
TpoB".

5 Mpukas ®CB ot 27 pekabps 2011 r. N 795 «O6 ytBepxaeHun TpeboBaHun Kk popme kBanuumum-
pPOBaHHOrO cepTudmkaTa Knya NpoBepKn 3NEKTPOHHON NOANUCHY.

6 Mpukas ®CB o1 27 gekabpa 2011 r. N 796 «O6 yTBepxaeHun TpeboBaHui K cpeacTBaM 3NeKTPOH-
HOW noAgnucuy 1 TpeboBaHui K cpeacTBaM yAOCTOBEPSAIOLLErO LIEHTPa».

7 MwuHkomeBsasb Poccun 13.04.2012 r. PekomeHgaumm no coctaBy KBanMuULMPOBaHHOIO ceptudu-
KaTa Kr4da NpoBEepKM 3MEKTPOHHOM NOANMUCH.

8 KpunTonpoaiiaepbl. OCHOBHbIe TEXHOJIOMMM, UCMOSIb3yeMble NMPU pa3BEPTbIBAHUN YOOCTOBEPSIIO-
LUMX LLEHTPOB.

9 Pa3BépTbiBaHue ygoctoBepstowero ueHtpa Kpuntollpo Y. OcHoBHbIe 3agayu, BbINOHAEMbIE Ha
YOOCTOBEPSIOLLEM LIEHTpE.

10 | OcHoBHble TpeGoBaHUsA No Ge30MacHOCTM MHGOPMaLIMM Ha YAOCTOBEPAIOLLEM LIEHTPE U TUMOBbIe
CpeAcTBa 3aWuThl.

11 | Hocutenu nHdopmaumm, ncnonb3yemble Ans 3N1eKTPOHHOM NOANMCU U MX 0COGEHHOCTN.

12 | MNporpamMMHble cpeacTBa, MCMOSb3YoLMe 3NEeKTPOHHYI0 NoANNUCh. TUMNOBbLIE PeELLEHUs, peanuayto-
LMe BO3MOXHOCTb NMPUMEHEHNS 3MIEKTPOHHOW NOAMMUCH.

13 MopTan rocygapcTBeHHbIX yenyr Poccuickon ®egepauunn. YHMBepcanbHas 3NeKTPOHHasa KapTa.

14 | OcHoBHble BOMPOChHI NMNLEH3NPOBAHUSA NpY pasBepTbiBaHUM YOOCTOBEPSIIOLLErO LIEHTpa.

15 PernameHTt pa6OTbI yaoCToBepALEero LueHTpa, OCHOBHbIE MOJIOXEHUA.

16 | Cnucok oTo3BaHHbIX cepTudmkaToB. OCHOBHbIE anropuTMbl OOPMUPOBAHUS U MPOBEPKUN aKTyarb-
HOCTW.

17 | Yrposbl 6e30nacHOCTU UHGOPMALIMM U OCHOBHbIE HaMpaBrieHWsl 3alUMTbl, CBSI3aHHbIE C UCMOMb30-
BaHWEM 3NEKTPOHHON NOAMMUCU.

18 | OCHOBHble TEXHOMOMMM M CPeACcTBa 3aluTbl MHPOPMaLMK, NMPUMEHSIEMble NPY Pa3BEPTbIBAHUM
YOOCTOBEPSIOLLErO LIeHTpa.

19 MpobnemHble Bonpockl Ge3onacHOCTM MHGOPMaLUK NpyU MCNONb30BaHUN KBaNnULMPOBAHHON
ANEKTPOHHOW NOANUCHU.

20 | ApxutekTypa nporpamMHoOro obecrneyeHus n ee CBA3b C TexHonornen 6nokyeriHa. MNMpenmywectea
W HeJocTaTKM pacnpegeneHHblix cuctem. Peanusauus v nogaepxka LenocTHOCTU B pacnpenenex-
HbIX CUCTEMAX.

21 Ob6ecneyeHre JOBEPUTENBHOCTU U LENTOCTHOCTM B pacnpeneneHHbix cuctemax. [paBo BnageHus
1 6riok4yeriH. Mpobnema ABOMHOIo pacxoAoBaHUs.

22 | MNpumepbl CTPYKTYP AaHHbIX M anropuMTMOB, NMPUMeHsIEMbIX AN peanusauunm 6rok4eiiH TEXHOOMMA.

23 nepCﬂeKTMBbl N NpakTn4eckoe ncnosib3oBaHne ONOKYENH TEXHOMNOrMIN

20.4. Npumep 3agaHus onsa BbINOJIHEHNA NabopaTopHOM paboThbl
NabopaTopHasn paboTta Ne4

Pa3BepTbiBaHue yaoctoBepstowero ueHtpa Kpunto-fpo YLU.

Llenb paboTbl: npakTuyeckoe nsydeHne ocobeHHoCTen NCNoNb30BaHMUS NporpamMm-
Horo obecneyveHuns Kpunto-lNMpo ona peanusaumm meTogoBs 3awwmtbl MHGPOPMaLmm ¢ UCNonb-
30BaHMEM 3NEKTPOHHON NOLMUCH.

20.5. Npumep KOHTPOSILHO-U3MEPUTENBLHOro MaTepuana

YTBEPXOARKO
3asefyoLwmi kadegpon TeXHONOrMM o6paboTKm 1 3aLmTbl MHopMaLUn

A.A. Cupota
. .2027




HanpaBnenune noagrotoBku / cneunansHocTb 10.05.01 KomnbloTepHasa 6e30nacHOCTb

Oucumnnnunua B61.B.03 TexHonormm 3alumueHHoro Ao0KyMeHToobopoTta 1 6510Kk4enH

dopma 0by4veHna OyHoe
Bua koHTponsa 3ayet

Bug attectaummn [NpomexytoyHas

KoHTponbHO-nameputenbHbin maTtepuan Ne 1

1. OnekTpoHHasa Nnoanuchb, HasHayeHne N NpUMMeHeHne, UCTOPUS BOSHUKHOBEHUS, UC-
nonb3yemble anroputmbl. CepTudmkaT Knoya NpoBEPKN INEKTPOHHOM NOLNUCH.
XpaHeHue 3aKpbITOro Kritoya.

2. [NpobnemMHble Bonpockl 6e3onacHOCTU MHGOpMaL MM NPy NCNOSb30BaHUKM KBanmdu-
LUMPOBAaHHOM 3IEKTPOHHOM NOAMNUCH.

MpenogaBaTtenb C.A. Banbix
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